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B JaHHOM HOKYMCHTC IIPUMCHSAIOT CICAYIONIHC 0003HaUYCHUS U COKpAaIICHHUA.

BIOS
BMC
DHCP
DNS
ECC
FC HBA
HDD
HTML
HTTPS
iSCSI
LACP
NFS
NTP
NVMe
PCle
SAN
SFF
SMB
SSD
SSL
UEFI
VLAN
ZFS
TUC
WBII
WCII/n
UT

O003HaueHNs U COKpaIleHUs

Basic Input/Output System

Baseboard Management Controller
Dynamic Host Configuration Protocol
Domain Name System

Error-correcting code

Fibre channel host bus adapter

Hard Disk Drive

HyperText Markup Language

HyperText Transfer Protocol Secure
Internet Small Computer System Interface
Link Aggregation Control Protocol
Network File System

Network Time Protocol

Non-Volatile Memory Express

Peripheral Component Interconnect Express
Storage Area Network

Small Form Factor

Server Message Block

Solid-State Drive

Secure Sockets Layer

Unified Extensible Firmware Interface
Virtual Local Area Network

Zettabyte File System
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Tepmunbl 1 onpeneneHus

B AaHHOM ONOKYMCHTC IIPUMCHAIOT CICAYIOIMNC TCPMHUHBI C COOTBCTCTBYIOIIIMMU
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Bszam. une. Ne
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OTIpECIICHUSMMU:
3epkanupoBaHue — IyOJMpPOBAHUE AWCKOB
Jloru — 3amucH COOBITUM M COOOIICHMI, CO3IaBacMbBIC CHCTEMOM BO
BpeMms e€ paboThl
[Tyn — OCHOBHas CTPYKTypa XpaHEHHUS JaHHBIX, OOBEIUHSIONIAS
(bU3UYECKUEe YCTPOMCTBA B €AMHOE BUPTYAIbHOE XPAHHIIUIIE
Pemmkarnus —  TMPOIIECC KOMMMPOBAHUS JAaHHBIX MEXKTY (haliJIOBBIMH CUCTEMaMH,
OOBIYHO  PaCHOJIO)KCHHBIMA Ha  Pa3HBIX  XpaHUJIUIIAX.
[To3BoysieT co3daBaTh pPE3epBHBIC KOMHH, OOECIeUHBaTh
OTKa30yCTOWYUBOCTh U CHHXPOHU3AIMNIO JAHHBIX
Jlucm
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Hacrosiiiee pykoBOJACTBO aMUHUCTpATOpa COJAEPKHUT TIOJHOE OMNHCAHHUE
cucrembl xpanenus gaHHbix (CX][) SpaceSAN, Bximouas anmapaTHYIO 4YacTb,
apXUTEKTYpy, (PYHKIIMU U MpoLeaypbl aIMUHUCTPUPOBAHUS, B TOM YHUCJIE ONMUCAHUE
npoueayp Hactporiku u ynpasierust CXJ[ SpaceSAN Bepcun 4.0.

JIOKyMeHT  mpeaHa3HayeH I CHCTEMHBIX  aIMUHUCTPATOPOB M
NT-cnenuanncToB, OTBEYAIONIMX 3a pPa3BEPThIBAHUE, HACTPOUKY M IKCILTyaTalMIO
cucTeMbl xpaHeHus naHHbIX SPACESAN. JIOKyMEHT SBISETCS O00S3aTeIbHBIM IS
aaMUHUCTpaTtopoB cuctembl ynopasieHus CXJ| SpaceSAN u  coaepxutr BCrO
uH(pOpMaIUIO, HEOOXOAUMYIO JIJISl AKCILTYaTallMi CEPBEPHOTO KOMIIOHEHTA PEILICHHUS.

JlaHHBIA JOKYMEHT OTpa)kaeT OCHOBHBIC (DYHKITMOHAIBHBIE BO3MOXXHOCTH H
MOPSIJIOK JACHCTBUN MpU BHITIOJHEHUU ONEpaldid, CBA3aHHBIX C aIMUHUCTPUPOBAHUEM
CXI.

PykoBOACTBO agMuHUCTpaTOpa SBISIETCSI OCHOBHBIM JIOKYMEHTOM IO padoTe ¢
CX]l u [OmKHO HCHOJIB30BATHCS BMECTE C APYrol TEXHUYECKOW TOKyMEHTalUen

IMPOU3BOAUTCIIA.
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1 IIpumeHeHune u CTPYKTYypa
1.1 O6aacTb NnpUMeHEeHUs

Cucrema xpanenust qaHHbix SPaceSAN siBisieTcs TiaTGopMoi Il CO31aHus
BBICOKOITPOM3BOIUTENLHBIX U OTKa30yCTOMYUBBIX CUCTEM XpaHEeHUs Ha 6a3ze (aiimoBoit
cuctemMbl OpenZFS. Pemenne oOecrieunBaeT HaJekKHOE XpaHEHUE TAHHBIX 3a CUET
UCIIOJIb30BaHUS MyJIOB YCTPONUCTB, aBTOMAaTHUYECKOTO KOHTPOJISL LIETOCTHOCTH U THOKUX
MEXaHU3MOB MaCIITaOMPOBAHUS.

B pykoBojacTBe paccMaTpuBarOTCSi BCE acleKThl PabOThl C CHUCTEMOM: OT
NEpPBOHAYAIBHOM HAaCTPOWKH 1O TMOBCEAHEBHOTO aJMHMHUCTPUPOBAHHS, BKIIOYAs
yIOpaBJICHHE TOMaMHU, MOHUTOPUHT TPOU3BOJMUTEILHOCTH U JACHCTBUS B aBapHUHBIX
cutyanusax. JJOKyMeHT Takke COJAEp>KUT MHPOpManuio 00 MHTErpaluy C BHEIIHUMU
CHUCTEMaMU U 0COOEHHOCTSIX paboThl ¢ OpenZFS.

Cucrema xpanenust gaHHbIx SPaceSAN mpenHasHaueHa JJid UCIOJIb30BaHUS B
kopnopatuBHblX 1O/, BHpTyalM3upOBaHHBIX CcpeAax M CUCTEMax, TPeOyIOIUX

HAJIC)KHOTO XpaHEHHUs JII0ObIX 00bEMOB TaHHBIX.
1.2 Crpykrypa

Cucrema XpaHEHHMsS [aHHBIX TMpeIHAa3HA4YeHA I OpraHU3allUl CHCTEMBI
XpaHEHHS JaHHBIX U MPEIOCTABISET CIEeIYIONNE BO3MOKHOCTH:

1)  VYcranoBky 12 wm 24 nuckoB hopmata SATA/SAS HS 3.5»/2.5». Breicora
6a3oBoro 6s0ka He 6onee 2 (/IByX) IOHUTOB;

2) moaumepxkky mporeccopoB nokosienus Intel Xeon Gen3 wm Gouee;

3) mnomuepxky omnepatuBHON mamsatu ¢Gopmara DDR4/DDR5 ¢ ¢ysknuei

ECC;
4) monaepKKy BCTPOCHHBIX ceTeBbIX KapT ot 10 ['out/c;
5) moamepkky auckoBbIX KoHTposuepoB HBA LSI 9400, 9500, 9600;
6) monaepxkky agantepoB FC HBA QLogic 16/32 I'out/c;
JTuem
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7) TmoamepxKy OJIOKOB MUTaHUS C (YHKIHEH OTKa30yCTOMYUBOCTH
MmotHoCcThi0O He MeHee 1200 BT myst moakimoueHust K cetu anekTpocHabxenus (220 B,
50 I'm);

8) yCTaHOBKY JMCKOBOTO MAacCHBa B MOHTXKHBIN MIKaQ;

9) rpaduueckoro mHTEpdEiica ynpaBiIeHUs] CHCTEMON XpaHEHUsS JaHHBIX IO
npotokosry HTTPS;

10) wnTepdeiic ympaBiacHHMS ~IMPEAOCTABISICT BO3MOXHOCTh — WHIMKAIHH
pacmookeHus: GU3NISCKOT0 HAKOMUTENS B KOP3UHE CepBepa,;

11) waTepdelic ympaBiIeHUsS MPENOCTABISAET HHPOPMALUIO O KOHTPOJUIEpE
JTUCKOB,;

12) momuep)KKy TEXHOJOTHI CO3MaHUs JIOTMYSCKUX TPYHI U3 JTUCKOBBIX
HaKOMUTENEH C BO3MOXKHOCTBIO OTKaza 10 3 (U3MYECKUX HOCHUTENeW 0e3 motepu
nHpopmaruy;

13) momuepKKy TEXHOJIOTHI CO3aHUs PacIIPEICIICHHOM JIOTHYECKOM TPYIIIBI U3
JUCKOBBIX HAKOIHUTENECH C BO3MOXHOCTBIO OTKaza JI0 3 (U3MYCCKUX HOCUTENeH Oe3
norepu uHGopMarwu C J00aBJICHHEM JIOTHIECKIX YCTPOMCTB TOPSYETO PE3epBa,

14) co3maHMe W yIpaBJICHHE TapaMeTpaMH €UHOTO JOTHIECKOT0 XPaHUITHIIA C
UCIIOJIb30BaHNEM KOMOHMHAITUY JIOTHYECKUX TPYIII;

15) pacmmpenne o0beMa XpaHUIIUIIA 32 CUET JO0OABICHUS HOBBIX JIOTHUECKUX
TpYIIII;

16) pacmmpeHue JOrHYeCKUX IPYII 3a cYeT M00aBICHUS HOBBIX (PH3UUCCKUX
HOCHUTEJIEH,

17) co3nanme (aiinoBeix pecypcoB (manee datasetS) B eIMHOM JIOTHYSCKOM
XPaHWJIMUIIE IS MPeIoCTaBIIeHHs AocTyIa 1mo mpoTokory NFS 4.1;

18) co3manme OnouHbIX pecypcoB (maigee VVol) B eauHoOM Jormdeckom
XpaHWJIMILE JJIs IpegocTaBienus mo mporokoiaam iISCSI u Fibre Channel;

19) cosznanHue U yrpaBIeHHE MOMEHTAIBHBIMA CHUMKaMU (faiee Snapshots) ms

datasets u vvol;
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20) mmdpoBaHue JTAHHBIX aJIrOpUTMaMHU AES-256-gcm,
AES-128-gcm, AES-192-gcm, AES-128-ccm, AES-192-ccm, AES-256-ccm ¢ rubkoit
CHCTEMOH YIpaBJICHUs KPUTITOTpaQHIESCKUMHU KITIOYaMH,

21) perumkanus JaHHBIX Ha APYTHE CHCTEMbl XpaHEHHUS C HCIIOJb30BaHHEM

mQPOBAHHOTO U HEMHU(PPOBAHHOTO KaHaJA.
1.3 Onucanme BO3MOKHOCTEH

Cuctema xpaHeHus naHHbIX SPaceSAN mpencraBiaseT coOOM KOMILIEKCHOE
pelieHue Juisi OpraHu3aliy HaIesKHOTO U IPOU3BOIUTEIHLHOTO XPAHUIIUIIA UH(DOpMAITUU
aro6oro ypoBHs. OCHOBOM TpOAYKTa SIBIISIETCS COBpeMeHHas (¢aioBas cucrema
OpenZFS, oGecrnieunBaromas mupokuii HA00P (GYHKIHMOHATBHBIX BO3MOKHOCTEH IS
3¢ ()EKTUBHOTO yNPaBICHUS JaHHBIMHU.

KitoueBoii 0COOCHHOCTBIO CUCTEMBI SIBIIIETCS TMOKOE YINpaBlieHWE CTPYKTYPOit
XpaHeHus. AJIMUHHCTPATOPbl MOTYT CO37aBaTh, MOAUGMUIIMPOBATh U YIAJSATh ITyJIbI
xpaHeHus (storage pools), KOTOpble MPEACTABISIIOT CO00M OOBEIUHEHHBIC TPYIIIBI
busznueckux HocuTelel. B paMkax MmylioB Moaaep>KUBaeTCs paboTa ¢ BUPTYaIbHBIMU
ToMamu (volumes) u Habopamu JaHHbIX (datasets), MO3BOJIAIOIIUMU OPTaHU30BATH
JIOTUYECKOE Ppa3ACIICHHEe XpaHUMOW WH(OpPMAIMU C BO3MOXKHOCTBIO YCTaHOBKH
WHIUBUYAIbHBIX MMApaMETPOB MJIsi KaXKIOTO AJIEMEHTA, BKJIIOYash KBOTHI JHUCKOBOTO
MIPOCTPAHCTBA U PE3EPBUPOBAHHIE PECYPCOB.

Cucrema mpejjaraeT KOMIIEKCHBIE MEXaHU3Mbl 3alUThl M BOCCTAHOBIICHUS
JAHHBIX. AJIMUHUCTPATOPHI MOTYT HACTpauBaTh MOJIUTUKHU PEIUTHKAIIUN KaK B PyYHOM,
TaK U B aBTOMaTHICCKOM PEKUMax, 00ecrieunBas HaIe)KHOE TyOIUPOBAHUE KPUTHICCKH
BakHOU wuHpopmarmu. DyHKIMOHaM CHUMKOB (snapshots) mo3BoisIeT co3maBaTh
MTHOBEHHBIC CHUMKH COCTOSHHUS J@HHBIX B ONPEICICHHBIA MOMEHT BPEMEHU C
BO3MO>KHOCTBIO MTOCIIEAYIOIEr0 BoccTaHOBIeHUI. Oco00€ BHUMAaHKE YAEIEHO BOTIPOCaM
0€30MacHOCTH — CUCTEMA MOJCPKUBACT CO3JaHNE 3alIM(PPOBAHHBIX JAHHBIX C THOKOM
CHUCTEMOM yIpaBJICHHUS KPUNITOTpahUUSCKUMH KITFOYaMHU.

J1J1st MOHUTOpPUHTA COCTOSTHUSI 000PYI0BaHUS PEATM30BaH CIEIUATU3UPOBAHHBIMN

WHCTPYMEHTApUH, TMPEJOCTABISIIONIMI JeTalbHyl0 HHQOpMaUUi0 O (QU3NYECKUX
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HOcUTENX, BKIoyass naHHble SMART, mokasatenum M3HOCa M CTaTUCTHKY OIIMOOK.
AJIMUHHCTPATOPBl MOTYT OTCIJIEKMBATh COCTOsIHME RAID-MaccHBOB U KOHTPOJUIEPOB,
YTO TIO3BOJISIET ONEPATUBHO BBISBIISITH NOTEHIIMAIbHBIE TPOOIIEMBI.

Cucrema xpaHenust 1aHHbIXx SPAaCeSAN mopanepkuBaeT Bce OCHOBHBIE CETEBBIC
MPOTOKOJIBI JIOCTyNa K JaHHBIM, OOecredrBasl COBMECTUMOCTb ¢ paznuunbiMu UT-
uHppacTpykTypamu. Cucrema nmpeaiaraer:

1)  iSCSI mist opranuzanuu 6J109HOTO JocTyma 1o IP-cetsim;

2) NFS mist cereBoro aocTymna K GpaijioBeIM pecypcam;

3) Fibre Channel (FC) mis BBICOKOCKOPOCTHBIX SAN-pemeHui.

ApXxuTeKkTypa cHCTEMbl OOECHEYMBAeT BBICOKYIO MacHITaOUPyeMOCTb U
oTkazoycTolunBocTh. llognepxuBatorcss pasnuunble ypoBHU RAID (Bkmouas ZFS
RAIDZ, DRAID u 3epkanupoBaHH€), aBTOMATUYECKHE MEXaHU3Mbl BOCCTAHOBJICHUS
nocie c00eB U TMOKOE paclpelielieHHe pecypcoB. YIPaBJIE€HUE CUCTEMOMU
OCYILIECTBIISIETCS Yepe3 MHTYUTUBHO MOHSTHBIN BeO-MHTEp(eEiC, YTO JIeNaeT pelieHue
YIOOHBIM J1J11 aAMUHUCTPATOPOB C PAa3HBIM YPOBHEM MOJATOTOBKH.

braromapss COY€TaHHIO IEPEYUCIICHHBIX BO3MOXXHOCTEH CHCTEMA XPAaHEHUS
naHabIx SPaceSAN mpencrtaBisier co00i YHUBEPCAIBHYIO MIATPOPMY 7Sl TOCTPOCHHUS
CUCTEM XPAaHEHHMs JAHHBIX PA3TMYHOIO MaciTada — OT HEOOJBIIMX KOPHOPATUBHBIX
XpaHWIMIL 10 KPYMNHBIX JaTa-LEHTPOB, oOecreuuBasi MpU 3TOM BBICOKMH YpPOBEHb

HAJKHOCTHU, TPOU3BOIUTEIBLHOCTH U YA0OCTBA aIMUHUCTPUPOBAHHSL.
1.4 YpoBeHb NOATOTOBKH MOJIb30BaTeJIei

I'padpuueckuit untepdeiic monp3oBaTenss CuCTeMbl SBISETCS WHTYUTHUBHO
MOHSATHBIM.

Hnst apdextuBHONM pabOTHI ¢ cucTeMol XpaHeHus naHHBIX SpPaceSAN 4.0
M0JIB30BATENSIM TPeOyeTCsl ONPEAEICHHbI YPOBEHb TEXHUYECKON MOATOTOBKH.

bazoBbie TpeboBaHUS K aIMUHUCTPATOPAM:

1) 3nanme npuHIMIOB opranu3armu CX/I;

2) TIOHUMaHHE paboThI CETEBBIX POTOKOJIOB (1SCSI, NFS,

Fibre Channel);

Jlucm
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3) 3HaKOMCTBO C KOHIenusiMu RAID-MaccHBOB U OTKa30yCTOWYMBOCTH.

J1J1s1 BBITIOTTHEHUS CIISITUATM3UPOBAHHBIX 33]71a4 MOTPEOyeTCs:

1) npwu padoTte ¢ mmppoBaHUEM — MIOHUMAHUE KPUIITOrPaGUICCKUX METOJIOB,;

2) TIpM HACTPOWKE PEIUIMKAIMKA — 3HAHHWE TOIOJIOTMH CETH W IPUHITUIIOB
CUHXPOHU3AIINY TaHHBIX;

3) A AMarHOCTHKH MPOOJIEM - HaBBIKHM aHAJIN3a )KYPHAJIOB CHCTEMBI.

JUIss HOBBIX TIOJIB30BATENIEd PEKOMEHIYETCS MPEIBAPUTEIBHOE HN3YYECHHE
CONPOBOJIUTENIBHON TOKYMEHTAIUU.

JIns BBINOJIHEHUSI KPUTHYECKM BaXXHBIX oONepanui (Hampumep, HW3MEHEHHE
CTPYKTYpPBI IYJIOB XPAHEHUS] WM HACTPOMKA PEIIMKALMH) OCOOEHHO Ba)KHO HAJIM4YHE

COOTBETCTBYIOILIETO OMbITA Y aAMUHUCTPATOPA.
1.5 IlepeyeHb IKCIIIYaTAIIMOHHOW JOKYMEHTAIINH

AIIMI/IHHCTpaTOpaM Cucremsl HCO6XOIII/IMO O3HAKOMUTBCA C HACTOJAIINM

PykoBoncTtBoMm.
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2 Ha3HaveHune mporpamMmabl
2.1 Caenenusi 0 Ha3HAYEHHH MPOTPAMMBI

Cucrema xpaHeHus JaHHbBIX SPaceSAN mpenHaszHaueHa [JIsi OpraHU3alMH
BBICOKOHAQ/IC)KHOTO,  MPOM3BOJUTEILHOTO M MACIITA0UPYyeMOTro  XpaHWIUIIA
uHpopMaluu B KOPIOPATHUBHBIX Cpelax, Jara-lIeHTpaX M BHUPTYyaIH3UPOBAHHBIX
uHppacTpyKTypax.

Cucrema obecrieunBaeT aBTOMATU3AIMIO CASAYIONINX (DYHKIIUN U MPOILIECCOB:

1) obecreyeHHe  OTKAa30yCTOWYMBOTO  XPAaHEHUS  JaHHBIX 3a  CYET
UCIoJIb30BaHus cucteMbl OpenZFS ¢ moaaepKKoil MeXxaHU3MOB KOHTPOJIS ETTOCTHOCTH,
CaMOBOCCTAHOBJICHHUS U 3aIlIUTHI OT MOBPEXKICHUS UHPOPMALIUH;

2) TpeAoCTaBJICHUE THOKUX HHCTPYMEHTOB YIIPABIICHHS peCypcaMH XpaHEeHHS,
BKJIFOYAsl CO3JaHWE M HACTPOWKY ITyJIOB YCTPOWCTB, BUPTYaJIbHBIX TOMOB M HaOOpOB
JAHHBIX C UHAUBUYaJIbHBIMU TTapaMeTpaMu (KBOTHI, pe3epBUPOBaHUE, MIU(poBaHUE);

3) aBTOMAaTH3aIUs MPOIECCOB PE3EPBHOTO KOMUPOBAHUS W BOCCTAHOBJICHHS
JIAHHBIX C MOMOIIBI0O CHUMKOB (snapshots) u perukanuu, BKJIOYas MOJJEPKKY Kak
JIOKAJIBHBIX, TaK U PACTIPEICICHHBIX KOHPUTYpaIU;

4) oOecnieueHue COBMECTUMOCTH ¢ pasnuuabiMu U T-undpactpykrypamu
Onarosapsi moAJIEP>KKe KIFOUEBBIX CETeBBIX MpoTokoioB noctyma: iSCSI, NFS u Fibre
Channel (FOC);

5) MOHHUTOPUHI COCTOSHHS OOOPYIOBAaHHMS W JHUArHOCTHKA TMOTCHIHATBHBIX
npobjieM uepe3 BCTPOCHHBIE MHCTPYMEHTHI aHanu3a SMART-gaHHBIX, CTaTUCTHUKH
oIIMOOK U M3HOCA HOCUTEIEH

6) mnoBbimeHHe 3P(HEKTUBHOCTH aIMUHUCTPUPOBAHUS 32 CUET UHTYHUTUBHOTO
BeO-uHTEpPeiica, COKpaIaoIIero BpeMs Ha pa3BepThIBAHUE U OOCTYKUBAHUE CUCTEMBI.

Cucrema xpaHeHus: gaHHBIX SPACESAN opueHTHpOBaHA Ha peIICHUE 3ajad,
TpeOYIOIUX TapaHTUPOBAHHOW COXPAHHOCTHU JIAHHBIX, BBICOKOW JOCTYMHOCTH U
MPOCTOTHI YIPABJICHHS, YTO JEJIAeT €ro ONTHUMaJIbHBIM BBIOOPOM IS OpTaHHU3aIuit
moboro  macmtaba —  OT  HEOONBIIMX — NOPEANpUSTAA A0  KPYIHBIX

JlaTa-1ICHTPOB.

Jlucm

Hsm.| Jlucm Ne ooxym. Ioon. Jlama
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

2.2 Wudopmanmusi, 10cTATOUYHAS sl IOHUMAHNS GYHKUHMH MPOrpaMMbl U

€¢ IKCILIyaTanuu

Hacrosiiiee pykoBOACTBO COAEPKUT MCUEPIBIBAIOIINE CBEACHUS, HEOOXOIUMbIC
111 3Q(PEKTUBHOTO HCIIOJIB30BaHUS CHUCTEMBl XpaHeHHMs JaHHbIX SPaceSAN B
Pa3TUYHBIX CIICHAPUSIX Pa3BEPTHIBAHUS U IKCILTyaTaIIHH.

KitoueBbie acnekThbl, pacCKpbIBa€MbI€ B JOKyMEHTE:

1) apxuTekTypa CUCTEMbI — ONHMCAHUEC KOMIIOHEHTOB, UX B3aWMOJICHCTBHS U
IPUHLIUIIOB paboThl Ha 6a3ze OpenZFS;

2) (GYHKIHMOHAIBHBIC BO3MOXXHOCTH — YIPAaBICHHE IIyJlaMH XpaHCHUS,
BUPTYaJIbHBIMA TOMaMH, Ha0OpaMul JTaHHBIX, CHUMKaMH, peIIMKauel, mudpoBaHuEM
u ceteBbIMU TipoTokoiamu goctyna (ISCSI, NFS, Fibre Channel);

3) mpolexypsl AAMHUHUCTPUPOBAHUS — HACTPOIKA, MOHUTOPHHT, TUArHOCTHUKA
Y YCTPAHEHWE HEUCTIPABHOCTEMN;

4) ©e30MacHOCTh M OTKAa30yCTOMYMBOCTh — MEXAHHU3MbI 3alllUTHI JTaHHBIX,
KOHTPOJIb LIEJIOCTHOCTHU, PE3EPBHOE KOMMPOBAHUE U BOCCTAHOBJICHHUE;

5) wWHTerpamus ¢ BHCIIHUMHU CHCTEMaMH — COBMECTUMOCTD C BUPTYyaIu3alneH,
oOnauyHbIMU T1aThOpMaMu U KopriopatuBHbiMu U T-undpactpykrypamu.

J1J1s TOJTHOTO TIOHUMAaHUS pabOThl CUCTEMBI PEKOMEH TyETCS

1)  03HaKOMHUTHCS ¢ OCHOBHBIMH KoHIIenusIMU (ZFS, RAID-MaccuBbl, ceTeBbIC
MIPOTOKOJIBI);

2) UW3YYHTh HHTEPQEHC yIpaBIeHUs;

3) crenoBaTh peKOMEHIAIMSM M0 HACTPOMKE B 3aBUCUMOCTH OT 33/1a4;

4)  HCHONB30BaTh JOTIOJTHUTEIIbHBIE MaTepHuabl (odunuanbHyto
JOKYMEHTAIUIO, TEXHUYECKUE 3aMETKH, PYKOBOJICTBA 10 YCTPAHEHHIO HETIONA 0K ).

JlaHHOTO PYKOBOJCTBA JOCTATOYHO JJISI BBIMOJTHEHHUS OOJBIIMHCTBA 3a]ad
aIMUHUCTPUPOBAHUS, OJHAKO B CIOXHBIX CIICHAPUAX MOXKET IOTPeOOBaTHCS
KOHCYJIbTAIIMSI C  TEXHUYECKOW  TMOIJNEPKKONW WM  YriIyOJIeHHOE  W3ydeHUeE

CIICLIMAJIM3UPOBAHHOMN JIUTEPATYPHI.

Jlucm

Hsm.| Jlucm Ne ooxym. Ioon. Jlama
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Iloon. u oama

Une. Ne 0yon.

“

B3zam. uns.

Tloon. u oama

Une. Ne noon.

3 Ycia0BuSA BHINOJHEHHUS MPOTPAMMBI

3.1

yc.]IOBI/Iﬂ, HCOﬁXO,Z[I/IMbIe JAJId BBIIIOJTHCHHUSA IIPOTrpaMMbI

Jl71s1 KoppekTHOM paboThl cucTeMbl XpaHeHust SPACESAN TpeOyeTcs BHIMOJHECHHE

CHEAYIOIINX YCIOBHM:

1) anmapartHbie TPeOOBAHUS:
a) cepBepHOE 00OpPYAOBaHUE C MOAACPKKOMN 64-pa3psIHBIX IPOILIECCOPOB
(x86-64);
0) omnepatuBHas mnamAaTh (RAM): munumym: 64 I'Gaiit (s 0a30BBIX
KoH(urypanwmii), pekomenayercs: 128 ['Gaiit u Oonee (ayns paboThl ¢
OOJBIITMMU TyJIAMU XPAHEHHUS);
B) JHMCKOBBIE HakomutTenw: mnojuepxkka ¢opmata HDD wu  SSD.
Pexomenayercs WCITIOJIb30BAHUE JTUCKOB C OJTMHAKOBBIMU
XapaKTEepUCTUKAaMU (E€MKOCTb, CKOpPOCTb) B paMKax OJHOTO IyJja.
MuHUMAJIBHBEIA 00BEM: 3aBHCHT OT 3aJa4, HO HE MeHee 2 JWCKOB IS
3epKaMPOBaHUS WM 3 1 OoJiee AUCKOB 11t RAID-Z;
r) ceTeBble HHTep(]EHCH:

— ot 1TI'6ur/c nna iISCSI, NFS;
— ot 4 I'our/c mua Fibre Channel.

2) ceTeBbie TPEOOBAHUS:
a) crabunpHOe ceTeBoe mojakiodeHue (s padorsl ¢ 1SCSI,
perUIMKaIyen, KIacTepHbIMU KOHPUTYPAITUSIMU);
0) wnactpoeHHbsie DNS u NTP (a5 koppekTHOU paboThl ayTeHTU(UKATUN
U CUHXPOHU3AIIMA BPEMEHH ).

3) TpeboBaHuUs K 0€30MACHOCTH:
a) JIOCTYN K CUCTEME TOJBKO ISl aBTOPU30BAHHBIX aJIMHHUCTPATOPOB;
0) mmdpoBaHne TUCKOB (ecau TpeOyeTcs 3aluTa TaHHbIX );

4) pekoMeHAyeMbIE YCIOBHUS I OTKa30yCTOMYHUBOCTH
a) pesepBHbie ucTouHUKU utanus (UBIT);
06) wu30sITouHbIe ceTeBble moakmoYeHus (LACP, multipathing);

Jlucm
Msm. | Jlucm Ne ooxym. Ioon. [Hama 15
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

4 Onucanue GQyHKUMOHAJBLHOCTH

4.1 ¥YcranoBka SpaceOS

yCJIOBI/I}I, IIpy KOTOPBLIX BO3MOHO BBIIIOJJHCHUC. HAJIWYHUC YCTAHOBOYHOI'O

oOpasa ormeparioHHON CHCTEMBI U JOCTYI K CepBepy (BHUPTyalbHON min (pundeckon

MaHII/IHG), Ha KOTOpBIfI BBIIIOJHACTCS YCTAHOBKA.

[Ipomecc ycTaHOBKHM OTIEPAIIMOHHON CHCTEMbI HAUMHAETCS ¢ OTOOpaKEHUST OKHA

MPUBETCTBUS YCTAHOBIIMKA, MOJTBEPKIAIONIETO 3aMyCK MPOUEAYPbl YCTAHOBKH (CM.

pUCYHOK 1).

Pucynok 1 — OkHO, mOATBEpKIArOIIEE 3aIYCK MPOLEAYPHl YCTAHOBKH

Janee oToOpakaeTcs OKHO ¢ CHCTEMHOU MH(pOpMaIIME, BKIIIOYAIOIIEeH CBEIeHUS

0 mpoleccope, 00bEME OINEepaTUBHOM MaMsTH, HAUMEHOBAHWHM CepBepa, MOJCNU

MaTepuHCKOM Iuiatel M Bepcun BIOS, 4ro mo3BossieT agMHHUCTPATOpPy IPOBEPUTH

KOPPEKTHOCTh PaClO3HABAHUS anMapaTHON MIaTGOPMBI (CM. PUCYHOK 2).

Hsm.

Jlucm

Ne ooxym.

Ioon.

Hama
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Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

CHOTEMMR 1900

ceu
Intel{R) Xeon(R) CPU E5-2697 w4 @ 2, 30GHx
Coxeru: 4 1 Haep: 4 1 fMoroxos: 4

[ NNATH 1
ne: 4 GiR

Utiare, Toc.  Uuare!
Copanenin

7.1
®: Uvare-4Z 33 o3 80 76 b8 Oc 13-4 26 79 39 a8 bd 38 a5

[ NATEPMNCKAS NOATR 1
Intel Corporation & 4408X Desktop Beference Platfors

[ BlOS ~ UEFL ]
Uuare, Inc. | UNW?1.000. 24265429 64, 2409951419 | €9/05/2024

Pucynok 2 — OkHo ¢ uHdopmanueit o cucreme

B CICAYIOIICM OKHC II0JIb30BATCIIIO IIPCAOCTABIISICTCA BO3MOKHOCTDH BI)I60pa
BapnaHTa YCTAHOBKH OHepaHHOHHOﬁ CHCTCMBI: Ha OI[HHO‘IHLIﬁ (1)I/I3I/I‘-ICCKI/Iﬁ JUCK h17(810)

Ha MacCUB JUCKOB, chopmupoBaHHblid Ha 6a3ze RAID1 (cMm. pucyHok 3).

waii WAID (1)

Pucynoxk 3 — OkHO ¢ BBIOOPOM BapHaHTa YCTaHOBKH

[Ipu BBIOOpE YCTAHOBKM HA OJAMHOYHBIN (PU3NUYECKUN AUCK OTOOpAX)aeTCsi OKHO
BbIOOpa crioco0a pa3MEeTKH JUCKa, B KOTOPOM TOJIB30BATENIO MPEIaracTcsl BBIMOJIHUTD

aBTOMATHUYECKYI0 Pa3METKY JMO0 MEepelTH K pydHOU HACTPONKE MapamMeTpoB pa3METKU

Jlucm
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

(cMm. pucynok 4). B ciyyae BeiOOpa pydHON pa3sMeTKH OTOOpa)kaeTcsi OKHO BHIOOpA

OeaceBoro (I)I/ISI/I‘-IGCKOFO AUCKa NI YCTaHOBKHU OHepaHHOHHOﬁ CHCTCMBHEI.

mn
mamial Pissan (EFI+boot awto, swap v~ © mmee)

Pucynox 4 — OkHO BbIOOpa crioco0a pa3MeTKH JUCKa

,Z[anee 0T06pa>1<aeTc;I OKHO VyIPaBJICHHUA pa3aciiaMd OUCKA, B KOTOpPOM
NpCaoCTaBILICTCA BO3MOKHOCTL CO3AaHUA, PCAAKTUPOBAHUA W YAAJICHUS PasaciioB, a

TAKKC H3MCHCHHSA HUX IMapaMCTPOB, BKIIOYAA pasMCp U THUIL @aﬁHOBOﬁ CHCTCMBI (CM.

PUCYHOK 5).
Vipwinn paanerrn packs sdevssda
Texyme pasgem (nocoe 15390110 0
Pucynok 5 — OkHO ¢ BBIOOPOM JHCKOB
Jluem
18
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

[Ipu BBIOOpE YCTAaHOBKHM ONEPAMOHHONW CHUCTEMBI Ha MAaCCHUB JHUCKOB,
chopmupoBanubiii Ha 0a3ze RAIDI, otoOpaxkaercs okHo BeiOOpa RAID-maccuna,
NpeIHA3HAYCHHOTO JIUTsl Pa3MEIICHHUS 3arPy30UHBIX JUCKOB ONEPAIIMOHHON CUCTEMBI (CM.

PHUCYHOK 6).

Yo ranommie 5]

Pucynox 6 — Okno ¢ Beioopom RAID-MaccuBa

[Tocne 3TOrO BBINMONHAETCA BBHIOOP (PM3MYECKUX AMUCKOB, BXoasmux B RAID-
maccuB. i poOaBieHuss JAMCKa B KOHQUIypanuioo HeoOXoIuMO  BbIOpaTh
COOTBETCTBYIOIIMHN AUCK U MOATBEPAUTH BHIOOP, IIOCIIE YETO 3aBEPIINUTh (POPMUPOBAHUE

KOH(pUrypauuu (CM. pUCyHOK 7).

Jlucm
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

YcTanopesin Space3al

Tuicpire gk gor BRI
Henmaniuo: 2 geckon .
Hammiize Ha guck ¢ A0BABHTE YSANHTE

b pr—
el sdeussda (1ZDGID)

Totoso + npopormuers ¢ 0 gickami

Pucynoxk 7 — OkHO BbIOOpa (hU3UUECKUX JIUCKOB

Hepez[ Ha4daJIOM YCTaHOBKH 0To6pa>1<aeT051 MNpCaAynpeKACHUC O TOM, 4YTO BCC

JTAHHbIC Ha BHIOPAHHBIX IUCKaX OyyT yIaJIeHbl (CM. PUCYHOK 8).

Byayr SEANEHN Bce gomesic Ho grckox:
sdevssda sdevssdh
TipoppaseTs T

PucyHnok 8 — OKHO yJaneHus TaHHbIX C AUCKA

Jlanee oToOpakaeTcsi OKHO KOH(GUTYpAIIUU YCTAaHOBKH, B KOTOPOM MPEICTABICHBI

BBI6p3HHBIfI PCXKUM I[HCKOBOﬁ MOACHUCTCMbBI, HCIIOJIB3YyCMBIC ITUCKHM MW OIIMCAHHUC

Jlucm

Hsm.
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Hama
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Bszam. une. Ne
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BBITNIOJIHAEMBIX JCHCTBUH MPU 3aITyCKE YCTAHOBKU ONEPAIMOHHON CUCTEMBI (CM. PUCYHOK

9).

BOHSHTUPAIMA SCTAROBN

Fewin: RAIDL
ficri: sdevssda sdewssdb

Y v pove Tia

Mucae vawaTin BHCTaMomNTIE
+ Faosgenu Byayr OTgOpmaTHpOBalL
SpaceSaM

Pucynok 9 — OkHO KOH(UTYypali YCTaHOBKH

Ilocne IMOATBCPKACHUA IIapaMCTPOB BBIIIOJIHACTCA YCTAaHOBKA OHepaHHOHHOﬁ

CHUCTEMbI B aBTOMAaTUYECKOM peKUME (CM. puCYHOK 10).

Pucynok 10 — OkHO yCTaHOBKH ONIEPAIMOHHON CUCTEMBI

Hsm.

Jlucm

Ne ooxym.

Ioon.

Hama

Jlucm
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

[lo 3aBepiieHMM YCTAaHOBKH BBITIOJIHSIETCSI HACTPOWKA CETEBBIX MHTEP(EHCOB.
[Tonp30BaTENO MPEIOCTABISETCS BO3MOKHOCTH NPOIYCTUTh PYYHYIO HACTPOWKY, B
pe3yibTaTe 4Yero mnapaMerpbl CeTH OyIyT MOJTY4YEHbl aBTOMATUYECKH IO MPOTOKOIY

DHCP, 1100 nepeiT Kk pydHOil HacTpolike ceTeBoro uHrepdeiica (cM. pucyHok 11).

MOTHTE HACTROMTE CRTE CeriacT

hwm‘tﬁwﬂﬁmmwmx.

Pucynox 11 — OkHO HACTPOWKH CETEBBIX UHTEPEHCOB

[Ipu BBIOOpE py4HON HACTPOWKH OTOOpPA)XaeTcsi CHUCOK JOCTYINHBIX CETEBBIX
UHTEpPENCOB, U3 KOTOPOTO HEOOXOAMMO BbIOpaTh HHTEepdeic M JajbHeHIen

KoH(purypamuu (CM. pucyHok 12).

Pucynoxk 12 — OkHO ciuCcKa JOCTYITHBIX CETEBbIX HHTEp(deiicoB

Jlucm
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KOH(UTYpaL1H:

B okxHe HacTpoWKku ceTeBoro MHTepdeica OCyHIECTBISIETCS BBIOOp peXHUMa

ABTOMATHUYCCKOC  IIOJYUYCHHC  IIapaMCTpOB 11O

UCTIOJIb30BAHUE CTATHUECKUX CETEBBIX MMapaMeTpoB (cM. pucyHok 13).

Pucynok 13 — OxkHO HaCTpOIKK ceTeBOro nHTepdeiica

Heirepgenc ens192:

Ml DHCT  Comrosa nisiens )

ot il ra e 17

€ Hisag >

DHCP  nubo

[Tpu BBIOOpE cTaTHuecKoi KOHPUTYypalK BhIMOIHSETCS ykasaHue |IP-anpeca u

MacKH CETH, a TaKXe MOCJenyIolas HacTpoika nuio3a 1 DNS-cepBepoB (CM. pUCYHOK

14).

Boegie IP-agpec © Wackoh
sanpeyp: 192, 166.1.18-24

[

Pucynoxk 14 — OkHO HACTPOMKH CTaTUYECKON KOHPUTYypaLUU

Hsm.

Jlucm
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Ioon.
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Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

ITocne 3aBCPIICHUA H&CTpOﬁKPI CCTCBBIX IMAPaMCTPOB BBIINIOIIHACTCA HaCTpOfIKa

napaMeTpoB JOKATU3alluK, BKIIOYas BbIOOp BPEMEHHOM 30HbBI U pEeruoHa (CM. PUCYHOK

15 u 16).

BuGepHTe PETHOH TaMM 30H 2

{Hnsand

Pucynox 16 — OxHo BeIOOpa pernona

Janee 3a1aétrcst UMs XOCTa CUCTEMBbI (CM. pUCYHOK 17).

Hsm.

Jlucm
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Yo raHomgps Sp

tHosan>

Pucynox 17 — OxHO BBOJIa IMEHU XOCTa

Ha 3aBCprraromeM ISTall€¢ YCTAHOBKH  BBIIIOJIHACTCA YCTAHOBKA IIAPOJIA

MOJIb30BaTeNsl r00t C 00s3aTEeNIbHBIM TMOJTBEPKICHUEM BBEACHHOTO 3HA4YEHUs (CM.

puCyHOK 18).

Yo TaHDBER

Pucynok 18 — OxHO ycTaHOBKH MapoJisi MOJIb30BaTeNs root

Hsm.
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Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

ITocne 3aBCPIICHUSA BCECX HAaCTPOCK  IIOJb30BATCIIO MpEaOCTaBIIACTCA

BO3MOXKHOCTh TIE€pe3arpy3uTh CUCTEMY JTUOO BBHIOJHUTH €€ BBHIKIIOYEHHE (CM. PUCYHOK

19).

Yeranomn SpaceSAN

|| Bicpcaarpyans cucicmy

2 Buxmenith CHOTEmy

Pucynox 19 — OkHo 3aBepilieHus1 yCTaHOBKU

[locne mepes3arpy3kud cHUCTEMBl OTOOpa)kaeTCsi TEPMHUHAJIbHBIA HMHTEpdeiic, B
KOTOPOM BBIBOJUTCS HMH(pOpManusg 00 YCTaHOBJIECHHOW ONEpPallMOHHON CHCTEME,
anmnapaTHOW miuaTdopMme, CeTeBbIX MHTEpdeiicax, a Takke KOHTAKTHbIE CBEACHUS (CM.

pucyHok 20).

Jlucm
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Iloon. u oama

Pucynoxk 20 — OxHO TepMuHaIBHOTO UHTEpdElica

4.2 TloakjiloueHHe U AaBTOPU3ALMS

YcnoBusi, npu KOTOPBIX BO3MOKHO BhINOHEHKE: Yy CX]l ecTh Ha3HAYECHHBIN B
cucteme IP-ampec u Hanmume ar000ro Opay3epa Ha YCTPOMCTBE, C KOTOPOTro OyaeT
OCYIIECTBIISITCS BXOJI.

Bxon B BeO-unTepdeiic ocymectpisercs uepes BBoj IP-anpeca CXJI B anpecHyro

CTPOKY Opay3epa, MocCjIe Yero OTKPhIBACTCS CTPAHHUIIA aBTOPHU3AIMK (CM. PUCYHOK 21).

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.
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Bszam. une. Ne
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Une. Ne noon.

Prw, AL, s

MOHMTOPUAT, ANRRTH

ABTOpH3aUMR

Eaaaums nonm 1 NEpsnt A BROLS

IFS, ISCSi, FC

[ ST

Pucynok 21 — ABtropu3zarus

CrangapTHbIe TaHHBIC JUTS TOIKIIOUCHHS K BeO-unTepdericy admin/demospace.

[Ipu BBOJE KOPPEKTHBIX NAHHBIX OyJeT OTKpHIT BeO-unTepdeiic ynpasnenus CX/I. Ilpu

BBOJC HCKOPPCKTHLIX YUCTHBIX JAHHBIX 6YIICT OTO6pa}KCHO COOTBCTCTBYIOIICC

yBeIIOMIICHHE 00 OIMMOKe aBTOPU3AINH (CM. PUCYHOK 22).

Pucynok 22 — BBoJ HEKOPPEKTHBIX JTAHHBIX B OKHE aBTOPU3AIUU

ARTOPUIALMA

HRERMTE AOFMM W NBDARG (LA BXE0

de

IFS, ISCSI, FC

E vl v i
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4.3 Hapuraunus no uarepdeiicy cucreMbl

VYcaoBus, Npyu KOTOPBIX BO3MOXKHO BBIIIOJIHEHHE: aBTOpu3anus B CucreMe.
[locne aBTOpM3anuM MOSABISIETCA TIVIABHBIM OJKPaH MOXYJS  yHPAaBJICHUSA

CXJ1 — Brimazaka hardware (cm. pucyHok 23).

= SpaceSAN

Nudopmauuna o cucreme

ilva wark no

Pucynox 23 — I'nmaBHbI# 2kpaH

B camom Bepxy 3kpana Haxomutcst ynpaeinenue nutanueM CX] (pucyHok 23,
obJsacth 1).

[Ton BepxHuM OJIOKOM OTOOpa)xkaeTcsi CBOJHAs HHPOpPMALUSI O JHUCKaX,
YCTaHOBJICHHBIX B KOP3WUHE CHUCTEMbI XPAaHEHHUs JaHHBIX, BKIIOYas 00IIee KOJIMYECTBO
JUCKOB, X CyMMAapHBIH 00BEM, a TaKKe CBEJICHUS O THUIIE U COCTOSTHUM HAKOMUTEJIEeH
(cM. pucyHok 23, o6nacTs 2).

Huxe npeacraBiiena Tabiauia co CIUCKOM YCTaHOBJICHHBIX JTUCKOB (CM. pUCYHOK
23, obnacte 3). Ilpu BbIOOpE OTAEIBHOTO JUCKA OTOOpaKaeTcs OKHO C MOJPOOHOM
uH(popMaIuen 0 ero COCTOSTHUY, MapaMeTpax v NPUHAIJIEKHOCTH K MyJTy (CM. pUCYHOK
24). B nanHOM paszjene aIMUHUCTPATOPY NOCTYNHBI (DYHKIIMH YIPABJICHUS UHAUKAIIUEH
JIUCKa, TpeIHa3HAYeHHON Ui BU3yaJbHOM MAEHTU(UKAIIMKU HAKOIMUTENS Ha MaHEesH,
cOpoca COCTOSIHMSI MHAMKAIMM HEUCIPABHOCTU JUCKA, a TAaKKE OYUCTKHU JIUCKA OT

YCTAapCBIINX MCTAAAHHBIX.
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Oumncrtka MCTaJJaHHBIX HCIIOJB3YCTCA A YAAJICHHUA MCTAaAaHHBIX (I)aﬁHOBOﬁ

cuctembl ZFS, conepxamuxcs Ha JUCKE, U NPUMEHSETCS B Ciy4yae, €CJIM JUCK paHee

BXOOUJI B COCTaB IIyJja ZFS u IMOATOTAaBIIMBACTCA K ITOBTOPHOMY HCIIOJIB30BAHHUIO. B

CJIydac BbIXOOda AWCKAa M3 CTPOA AKTUBHUPYCTCA HWHAUKATOP HCHUCIPABHOCTH, IIOCJIC

3aMCHbI JHCKa Ha HOBBIU Tpe6yeTC$[ BBITTOJIHUTD C6pOC COCTOAHHUA HHIWUKAIIUU B

COOTBCTCTBYIOIICM CJIOTC.

NudpopmMmauua o gucke

Mogenb: SAMSUNG MZILT3TBHBLS/007
CepuitHbiid HoMep: SSGONCOWE02600
Paamep: 3.49TB

Temnepatypa: 33°C

CocTosHMe: XopoLlo

Mpo4HocTs: 99
Tun: SSD
Myn: genesis

Pucynox 24 — OkHo ¢ noapoOHo# nHbOpMaIHelt 0 JUCKE

HECKONbKMX OUCKOB

Jiist momyyeHus moapoOHoN nHGOPMAIIUK O CUCTEME TIPETYCMOTPEH MepeXo] Ha

BKIasKy «O cucreme» (cM. pUCYHOK 23, obnacth 4), Takke umeercs uHbopmaius o

BpeMeHU paboThl cepBepa. B maHHOM pazzene oToOpa)karoTCsl CBEICHHSI O CHCTEME B

CJIOM, KOHTPOJLICpAXx, OHCp&TPIBHOfI namMsTH, MpoHeCCOPC, a TaAKXKE 3arpy304YHbLIX

JYCcKax (CM. pUCYHOK 25).
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WHdopmauun o cucTeme

Muckn

@ Mpoueccop - XB6_64 - Intel(R) Xeon(R) Gold 5218R CPU @ 2.106Hz

HonwyecTeo: 1

Konwuecreo apep: 20

HonuuyecTno noTokon: 40
MakcumansHan vacTora (Mhz): 4000
Tesmnepatypa CPU O: 38°C

OnepaTHeHaA NaMATE

@ZFS-KW

@ KoHTponneps!

& @ HEA 9500-8

Cepwithbi Homep: SPC2015272
Tun apanTepa: SASIB0B{AG)
FW Version: 36.00.00.00
Driver: 48.100.00.00
Temneparypa: 40°C

Boot fucku

® & Samsung based 5SDs

Cepriakbiid Homep: SEPZNFOWADTELL)
Paamep: 232 BEGA

Temneparypa: 32°C

CocToRHME: Xopowes

Tun: S50

Pucynox 25 — IlonpoOnast unpopManus o cucteme

B cnyuae Hanmuuus OoJjiee OJHOrO JHCKa JUOO KOHTpOJUIEpa B CHUCTEME

oToOpa)kaeTcsl TepeKIrovaTesib JJisl BbIOOpA COOTBETCTBYIOIIETO YCTPOMCTBA (CM.

pucyHok 26). B paccMatpuBaemoit KoHGUTYpaly YCTaHOBJIEH OJUH KOHTposuiep. s

npuMepa npeaocTaBieHa KOHPUTrypalus ¢ IByMsi KOHTPOJUIEpaMH.

IS
s
S
=
£
S

KoHTponnepsl
3 _
%
S ® © HBA9400-8e

CepuiHbIi HoMep: SPA3702196
= Twn apanTepa: SAS3408(B0)
=
§ FW Version: 24.00.00.00
< Driver: 48.100.00.00
Temnepatypa: 45°C
I
§ .
<
=
E Pucynok 26 — Be160p KOHTPOJLIEPOB
3
=
= Jlucm
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CropaBa ot 3aronoBka «UWH(popMmaimsi 0 CHUCTeMe» pacroyiaraeTcs KHOIKa
«OOHOBHUTHY, TpEAHA3HAYCHHAS IS NMPHHYIUTEILHOTO OOHOBJICHHS OTOOpaskaeMbIX
naHHbIX. OOHOBJICHHE WH(POPMAIIMH BBIMOTHICTCS B PEKUME PEATHHOTO BPEMEHH; 10
YMOJTYAaHWIO aBTOMATHYECKOE OOHOBJICHHE OCYHIECTBISIETCS C MEPUOTUYHOCTBIO 30
CEKYH]I.

B neBo#i yacTu CTpaHUIBI pacrojiaraeTcsi OJIOK JJIsi HaBHTAllMKA IO BKJIAJKaM
aJIMHHHACTPHPOBAHUS (CM. pHCYHOK 23, 00J1acTh 5).

B neBoM HIKHEM YTITy HAXOJIUTCS KHOIKA BBIXOJa U3 CECCHM (CM. PUCYHOK 23,

o0acThb 6).
4.4  Co3nanue u padoTa ¢ myJiomMm

ZFS — »st10 (aiimoBas cucTeMa, KapAWHAJIBHO MEHSIONMAS TPUHIIUIIBI
aIMUHUCTPUPOBAaHMS (HAaUJIOBBIX CHCTEM C YHUKAIBHBIMH Ha CETOJHSIIHUN JCHb
byukmusamMu 1 npeumyinectBamu. Cuctema ZFS Obuta pazpaboTaHa KakK HaJIC)KHBIM,
MacIITaOUupyeMbIi U TPOCTOU B aIMUHUCTPUPOBAHUN HHCTPYMEHT.

Jlns ynpaBneHus GU3ndeckuM xpaHeHueM B ZFS npumeHseTcst IpUHIIUIT YJI0B
YCTPOWCTB XpaHEHMs MaHHbIX. ZFS MOJHOCTBIO HCKIIOYAET MPOLECC YIPaBICHUS
TOMaMH. BMECTO NpPUHYAUTENBHOTO CO3JaHUS BHUPTYAIU3HPOBAHHBIX TOMOB ZFS
00BEIMHSICT YCTPONCTBA B ITYJI YCTPONCTB XpaHECHUSI TAaHHBIX.

Ilyn ycTpoHCTB XpaHEHHSI JaHHBIX OIMHUCHIBACT (PU3MYECKUE XaAPAKTEPUCTUKU
XpaHeHus (pa3MEIICHHE YCTPOUCTB, M30BITOYHOCTh JIAHHBIX M T. JI.) U BBICTYHAaeT B
Ka4eCTBE XpaHWJIWINA JAHHBIX IS cOo3/aHus (pailmoBeIX cucTteM. DalIoBbIE CHCTEMBI
00JIbIIC HE OTPAHUYUBAIOTCS OT/ICIBHBIMU YCTPOUCTBAMHU, YTO TTO3BOJISIET UM COBMECTHO
MCIOJIb30BaTh NMPOCTPAHCTBO B MYyJIE.

4.4.1 Opranusanusi TMCKOBBIX MaccuBOB RAID

RAID-maccuBbl nipeqHa3HaYeHbl Ji1 OOBbEAMHEHUS] HECKOJIBKUX (PU3HMUYECKUX
JIUCKOB B €IUHBIA JIOTUYECKWHA MAaCCHUB C LEJIbI0 IOBBILIEHUS OTKa30yCTOMYUBOCTH,
MPOU3BOJIUTEIIBHOCTH U A(PGEKTUBHOTO HCIOJIB30BaHUS JAUCKOBOIO IMPOCTpaHCTBA. B

CUCTEME NOJEP)KUBAtOTCA caeayromue tuibl RAID-MaccuBOB.
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4.4.1.1 RAID 0 (Striping)

RAID 0 npeaHa3HadyeH [Jjisi MOBBIIICHUS MPOU3BOAUTEIBHOCTH 3a CUET
pacrmpejiefieHdss JaHHBIX 10 HECKOJNbKUM Jauckam 0e3 u30sitouHocTu. [lpm oTkaze
J000TO JUCKAa MAacCHB CTAHOBUTCS HEIOCTYNEH, TaK KaK YacTh JAHHBIX TEPSETCH.
Yposenb RAID 0 mpumensiercst B cily4asix, KOrga IPUOPUTETOM SBIIIETCS CKOPOCTH
paboThI, a 0TKA30yCTOMYUBOCTh HE TpeOyeTcsa. MUHUMaNbHOE KOJIMYECTBO JUCKOB — 2.
OTKa30yCTONYHBOCTb OTCYTCTBYET.

4.4.1.2 RAID 1 (Mirroring)

RAID 1 ob6ecieunBaeT 0TKa30yCTOMYNBOCTD 3 CUET 3epKATMPOBAHNS TAHHBIX Ha
nBa (unu Oojee) NUCKa. 3amuch BBIMOJHIETCS HA BCE AUCKHM 3€pKajia, YTCHUE MOMKET
BBITIOJIHATHCS MApPAJUICNIbHO, YTO B OTACJIBHBIX CIIEHAPHUSAX MOBBIIIAET CKOPOCTh YTCHUS.
[Ipn oTkaze OAHOTO JUCKAa MAacCHUB MPOAOKAET padoTy, OJAHAKO MOJE3HBIM O00BEM
cocrapisier npumepHo 50% or cymmapHoro oonéma auckoB (mis mapel). RAID 1
npuMeHsieTcss i cucTeMHbIX (DOOt) TUCKOB M KPUTHUYECKH BaKHBIX JIAHHBIX.
MuHuMaNbHOE KOJMMYECTBO AUCKOB — 2. OTKa30yCTOMYMBOCTh — OTKa3 |1 nucka B
3epKajIbHOM mape.

4413 RAIDZ1

RAIDZ1 oGecneunBaeT U30BITOYHOCTh C OJHOM YETHOCTHIO U JIOMYCKAET OTKa3
OJIHOTO JHWCKa ©0e3 TOoTepu JOCTYIMHOCTH TyJha. JlaHHBIA ypOBEHb SBISETCS
¢byHkunoHanbHeIM aHaioroM RAIDS, ognako npu Beibope RAIDZ1 Heobxoaumo
YYUTHIBATh, YTO TPU BOCCTAHOBJIEHWHU IOCIE OTKa3a JUCKAa Ha OOJbIIMX O0BEMax
BO3pacTaeT BpeMsi BOCCTaHOBjeHUs (resilver) W Harpy3ka Ha OCTaBIIMECS JUCKH.
MuHuManbHOE KOJWYECTBO MAUCKOB: 3. JlomycTuMoe 4YHCIO OTKa3oB: | JHCK.
Ha3Hauenue: yMepeHHass OTKAa30yCTOMYMBOCTh IIPU  MAKCUMAJIBHOM  E€MKOCTH
otHocuTeNbHO RAIDZ2/3. OcoOeHHOCTH 3KCIUTyaTalluu: MPU JErpajalliy MOBbIIIAETCS
PUCK BTOpPOHM OMIMOKU HA TIEPHUOJ] BOCCTAHOBJICHUS; MPEANOUYTUTEICH I MAaCCUBOB C
OTPaHUYCHHBIM YHUCJIOM JHCKOB W JIMCKAMU MEHbIIEH €MKOCTH IO i MEHee

KPUTUYHBIX JaHHBIX.
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4414 RAIDZ2

RAIDZ2 obecnieunBaeT W30BITOYHOCTD C JBYMSI HE3aBUCUMBIMU YETHOCTSIMH H
JIOITyCKaeT OTKa3 IBYX NUCKOB. RAIDZ2 saBnsiercst paclipoCTpaHEHHBIM BapUAHTOM IS
MPOU3BOJICTBEHHBIX CHCTEM, TaK Kak oOecrmednBaeT Oojiee BBICOKHHA YPOBEHB
HaJIEKHOCTU IIPU COXpaHEHUHU TpueMiieMoi 3 (PEeKTUBHOCTH UCIIOJIH30BAHUS TUCKOBOTO
MIPOCTPAHCTBA. MUHUMAIIBHOE KOJIMYECTBO JUCKOB: 4. J[omycTUMOE YMCIIO OTKA30B: 2
nrucka. HazHadeHue: MOBBIIEHHAs YCTOWYUBOCTD JJI KPUTUYHBIX JIAHHBIX U MACCHUBOB
Ha OonpImMX Auckax. OCOOEHHOCTH FKCILTyaTaluu: 0osee 6e30maceH npu JJIUTEILHOM
BOCCTAHOBJICHUU U MpHU OOJNBIINX 00BEMAX JAHHBIX; ONEpalMU 3alUCH OOBIYHO OoJee
pecypcoémkue no cpaBHeHuto ¢ RAIDZI1.

4415 RAIDZ3

RAIDZ3 ob6ecnieunBaeT u30bITOYHOCTH C TPEMsI YETHOCTSIMU M JJOMTYCKAeT OTKa3
Tpéx nauckoB. [IpuMeHsieTcss B cCIeHapusSX C TOBBIIMICHHBIMU TpPEOOBAaHUSIMU K
HAJISKHOCTU (HampuMep, OOJIbIIINE TOJIKK JTUCKOB, JJIUTEIbHBIE OKHA BOCCTAHOBJICHHUS,
MOBBIIIICHHBIE PUCKU JIeTpajallid WM OIMMOKKM YTEHHS TpPU BOCCTAHOBJIICHUH).
MuHHManbHOE KOJUYECTBO JUCKOB: 5. JlomMycTMMOE 4YHCIIO OTKa30B: 3 JHUCKA.
Ha3znauenune: MakcumanbHas ycrodunBocTh cpean RAIDZ-cxem. OcobeHHOCTH
AKCIUTyaTalu: o0ecreYrBaeT BHICOKUH 3arac 1mo HaaE&XHOCTH, HO CHIKAET TOJIE3HYIO
€MKOCTh W YBEJIMYMBACT BBIYUCIUTEIBHYIK) HArpy3Ky MIpHU 3alUMCH MO CPABHEHUIO C
RAIDZ1/2.

44.1.6 dRAID1

dRAID1 pomyckaeT oTka3 OJHOrO Jaucka U siBisieTcss aHaigorom RAIDZI1 mo
YPOBHIO U30BITOYHOCTH, HO OTJIMYAETCS paclpeeIEHHON opraHu3alue 1 yCKOPEHHBIM
BOCCTAaHOBJICHHEM Ha OOJBIITNX MaccHBaX. MUHUMAaIbHOE KOJTUYECTBO IUCKOB: 3aBUCUT
ot BblIOpaHHbIX mnapameTpoB dRAID (umcino data/parity/children), Ho Ha mnpakTuke
NpUMEHSIETCS MpU OoJibllieM uuciie auckoB, yeM st RAIDZ. Jlomyctumoe 4wmciio
oTtka3zoB: 1 muck. Ha3Hauenuwe: mMaccuBbl ¢ OOJBIIMM YHCIOM JIUCKOB, TNI€ Ba)XHO
MUHUMU3UPOBATh BpeMsi BocCTaHOBJIeHUsS. (OCOOEHHOCTH OKCIUTyaTaluu: ObIcTpee
BOocCTaHOBJIeHHE OTHocuTelbHO RAIDZ1 3a cuér mapamnenbHONW paOOThI MHOTHUX

JIMCKOB.
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4417 dRAID2

dRAID2 pomyckaeT OoTKa3 ABYX AHCKOB M sBisieTcss aHaiorom RAIDZ2 mo
YPOBHIO U30BITOYHOCTH, TIPU 3TOM oOecrieunBaet npeumyiectsa dRAID no ckopoctu
BOCCTAHOBJICHUSI M IMIOBEJEHUIO IMpU Jerpajaluud Ha OOJbIIUX KOH(pUTypauusx.
Jonyctumoe 4mcio OoTkas3oB: 2 nucka. HazHadueHuwe: TUIIOBOM BapWaHT Uil KPYHHBIX
JMCKOBBIX TpyMI, Tne TpeOyercs OanaHc HaAEKHOCTH U CKOPOCTH BOCCTAHOBJICHHUSI.
Oco0eHHOCTH AKCIUTyaTallH: TOBBIIIIEHHAs YCTOWYMBOCTD Ha MEPHOJ] BOCCTAHOBIICHHUS,
OCOOCHHO TIpH OOJIBIIUX 00bEMAX TAHHBIX.

4418 dRAID3

dRAID3 nomyckaer OoTka3 TpEX TUCKOB U COOTBETCTBYET YPOBHIO 3allIUTHI
RAIDZ3, obecrieunBasi MaKCUMAaJIbHBIN 3aIac 1Mo OTKAa30yCTOMYMBOCTH B COYETAHUH C
YCKOPEHHBIM BOCCTAHOBJIEHHEM Ha OOJBIIMX MacchBax. JJomycTUMOe YncIo OTKa30B: 3
nucka. HasHaueHue: BBICOKOHa/EKHbIE KOH(Urypauuu (OoiblIne JUCKOBBIE TOJKH,
KPUTHYHBIE J1aHHBIE, UIMHHbIE OKHAa BOCCTaHOBJIEHUS). OCOOCHHOCTH 3KCIUTyaTallUu:
MaKCUMaJlbHasi YCTOMYMBOCTh MPU HAMOOIBIIMX HAKIAJHBIX PacXoJax Mo €MKOCTU U
BBIYHCIICHUSM.

4419 ChoeuuajbHbIe ONIHHA

Hwuxe onucanbl ONIMHU, UCHOJb3YEMbBIE COBMECTHO C OCHOBHBIMHM T'PYIITAMH
JaHHBIX. ODTH ONIMM HACTPAMBAIOTCSA MPH CO3JaHUU IyJa JUMOO MpHU pacliupeHUU
KOH(pUrypauuu (B 3aBUCUMOCTH OT BO3MOYKHOCTEHN peanu3aliui).

SLOG (Separate Intent Log) — yckopenue cunxpoHHoi 3amucu (SLOG).
BriieneHHoe yCTpOWCTBO I KypHaia Olepalyil CAHXpOHHOU 3anucu. [Ipn Hanmnmuum
SLOG mnoaTBepk/ieHWEe CHHXPOHHOW 3alUCU KIMEHTY MPOMCXOAMUT Mociie (QuKcauuu
JAHHBIX B )KypHaJe, a 3aTeM JaHHbIE MEPEHOCATCS B OCHOBHOW maccuB. HasnHaueHwue:
YCKOpEHHE CHHXpPOHHbIX 3amnuced (Hampumep, npu NFS ¢ sync, iSCSI mnpu
OnpenenéHHbIX  peXHMax, 0a3zax  JaHHBIX). TpeOoBaHMs:  MPEANOYTUTEIHHO
WCITIOJIB30BATh OBICTPHIE M HAJEKHBIC HAKOMTUTENH € 3alUTON OT moTepu nutanus (PLP),
TaK Kak XypHaJl y4acTBYET B COXPAHHOCTH IMOATBEPKIAEHHBIX OIEpalrid. 3amMedyaHue:

SLOG He yckopsieT aCHHXPOHHBIE 3alMCH U HE YBEIMYUBACT CKOPOCTh UTCHHSI.
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L2ARC — L2ARC pns yckopenusi uTeHus. J|OMOJHUTENbHBIM ypPOBEHBb KAl
yteHus: Ha SSD/NVMe, pacmmpsitomuii Bo3MOKHOCTH oniepatuBHOTO K3ma (ARC) mpu
nedunure RAM unm ipu 6osibiiioM paboueM Habope nanHbIX. Ha3zHaueHue: moBkIllIeHnE
MPOU3BOAUTEILHOCTH UYTEHUS TIPH TOBTOPSIOMIMXCS OOpalleHUsX K JIaHHBIM.
Ocobennoctu: L2ARC He siBIsieTCsl 4acThi0 OTKAa30yCTOMYMBOCTH IyJia; NMPU OTKa3e
KOII-YCTPOICTBA JIaHHbIE HE TEPSIIOTCSA, HO BPEMEHHO CHUKAETCS IPOU3BOIUTEILHOCTh
JI0 BOCCTAHOBJIEHUS K3IIIA.

Special vdev — BwlgeneHHbIC OHMCKM IS MeTamaHHBIX (special vdev).
[TpumensieTcs A pa3MeleHUsI MeTaJaHHbIX (PailIoBOM CUCTEMBI (& MPH OIpeIeIEHHBIX
HACTPOIKax — M HeOONbIINX OJOKOB JaHHBIX) HA ObICTPBIX HakomuTemsix. Haznauenue:
YCKOpEHHE OTIepallnii, 3aBsI3aHHBIX Ha MeTaJlaHHbIe (paboTa ¢ O0IBIINM YUCIIOM (haiiiioB,
KaTaJoru, CIIUCKH, onlepanuu co3aanus/ynanenus ). Kputununocts: special vdev sBisiercs
YacThlO IyJla; €ro OTKa3 MOXKET NMPUBECTH K HENOCTYNMHOCTH myna. [losTomy Takue
YCTPOMCTBA JOJKHBI ObITh HAAEKHBIMA U OOBIYHO OPTaHU3YIOTCS C M30BITOUHOCTHIO
(Hanmpumep, mirror).

Dedup — Tabnuiia aenymivkalui. BKIrodaeT MeAyIUIMKAIUI0 JaHHBIX, MPH
KOTOPOW OJMHAKOBBIE OJIOKM JAHHBIX XPAaHATCA B OJHOM d3K3eMiuisipe. s paboTs
JeTyTUTMKAIMKY UCToib3yeTcst Tabnuna aenyrukanuu (DDT). Haznauenue: s3xoHOMUS
MPOCTPAHCTBA TPU BBICOKOM J0JIE€ TMOBTOPSIONIMXCS JIAaHHBIX (HAIpUMeEp, TUIIOBHIE
oOpa3sl BM, pe3epBHble KONMHMHM C OOJBIIMM KOJIMYECTBOM nayOiiei). OrpaHuyueHus:
JeAYTUTUKAIKS TPeOyeT 3HaUYUTENbHBIX PECYPCOB (TIPEXkKIE BCETO ONEPATUBHOMN MaMSTH)
U MOXET CHIDKATh MPOU3BOAUTEIHLHOCTh. PEeKOMEHAyeTcss NMPUMEHSTh TOJBKO MpH
000CHOBaHHOW HEOOXOJUMOCTH U MOCJE OLUEHKH HArpy3KHU.

Hot-Spare — PesepBHble aucku nisi ObICTpOil 3aMeHbl. Pe3epBHBIN AHCK,
KOTOPBIA MOXET OBbITh aBTOMAaTHYEeCKH (WJIM 10 KOMaHIE aIMHHHCTpPATOpa)
3aJIeliCTBOBaH TNpH OTKa3e JAucka B MaccuBe. Ha3HaueHue: coOkpalleHHe BpPEMEHHU
HAaXOXJEHUsSI TyJia B JCTPAAMPOBAHHOM COCTOSIHUM 3a CUYET OINEPATUBHON TMOIMEHBI
OTKa3aBIIETro AXCKa Ha pe3epBHbIA. OcoOenHocTH: Hot-Spare He yBeIMUMBAET MOJIE3HYIO

€MKOCTb IryJjia, TaK KaK HaXO0AUTCA B PC3CPBC 10 MOMCHTA UCITIOJIb30OBAHUA.

Jlucm
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4.4.1.10 Ilpumepsl 3p(peKTUBHBIX KOMOUHALM I

Cuenapwuii KomoOunamust IMouemy 3¢ dexTHBHO

SMB/NFS, o(uCHBIE (aifsr,

. MPOCKTHBIC  MAMNKH,  CMEUIAHHbIC
daiimoBoe  xpanmnuiie — obmiero | RAIDZ2 + Metadata mirror + Hot-
nagaele. RAIDZ2  paér  Oananc
HA3HAYCHUS Spare
o0néMma u 3anmThl, Metadata yckopsier

KaTaJIoTH ¥ MeJIkue (ailibl.

VM, LUN, 6a3bl maHHBIX, aKTHBHAsI
RaidZz2 vdev + SLOG mirror + | random-marpyska. RaidZ2 gaér IOPS
Buptyammsamms / VVol /iSCSI/ FC . )
Metadata mirror + Hot-Spare u ObicTpsiit resilver, SLOG camxkaer

3ajIepXKKy Sync write.

Bonbmme HDD-myis1, backup

repository, ApXMUBHI, Meaua.
dRAID2 umu RAIDZ3 + Hot-Spare +
Bounbioii apxuB / 03Karsl [Ipuopurer — moOJNE3HBIA 00BEM,
Metadata o Heo6Xx0AMMOCTH
HaJEKHOCTh U BOCCTAHOBIICHHUE TTOCTE

OTKa3sa.

4.4.2 Co3nanue myJa

Hepeﬁz[ﬂ Ha BKJIAAKY ZFS, IMOABUTCA BO3MOKHOCTb CO31aTh IIYII. HpI/I Ha>XaTHuH"

Ha kHOnKy «Co31aHue myna» (CM. pUCYHOK 27) OTKPOETCSl COOTBETCTBYIOIIEE OKHO.

g » SpaceSAN
S
3 ZFS
£
N
S
%
=
%
5
Q
IS
g
< Pucynoxk 27 — Bknanka ZFS
g
=
OcymiecTBiseTCS EPEX0/T Ha BKIAJAKY CO3/IaHUs MyJia (CM. pUCYHOK 28).
S
g
= Jlucm
S 37
Hsm.| Jlucm Ne ooxym. Ioon. Jlama

Konuposan Dopmam A4




Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

CoapaHue nyna

Brifop MaTPHUbl M CNEUMansHbIX rpynn 2

Brfepure KaTerapmie

[OCTYNHBIE AMCKI 3

g e
o -
et —
mpathm 550
g -
mpathn 0

CHOHDHIYPHPOBaHHLIE Fpynnk

Pucynok 28 — Co3nanue nyina

Jlns Havanma HEoOXOAMMO JaTh Ha3BaHUE OynynieMy myay (CM. pUCYHOK 28,

obJsacts 1).

Hanee agmunuctpatop BeiOupaeT tun RAID B G1oke BbIOOpa KoHUrypamuu

XpaHeHus (CM. pUCYHOK 28, o0nacTs 2). [Tocie BeiOOpa 0ToOpaxaeTcss OKHO CO CIIUCKOM

AOCTYIIHBIX THUIIOB RAID, OIIPCACIIAIOIMNX CXCMY OPTaHHU3alIWH JAHHBIX U M30BITOYHOCTH

(cM. pucyHOK 29).

= SpaceSAN

Cosnanme nyna

BeiBop MaTpHLsl M CNEUMansHsx rpynn

BrifepuTe KATOrTpI

RAID
RAID-T

CHOHBUIYPHPOBAHHBIE TRYNME

Pucynox 29 — Beibop kareropuu

Jlucm
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

ITocne BeIOOpa TuUma RAID otoOpaxkaercss OkHO BbIOOpa  YpOBHS
OTKA30yCTOMYMBOCTH, B KOTOPOM 3aJaETCA JOMYCTUMOE KOJIMYECTBO OJHOBPEMEHHBIX

OTKa30B JUCKOB 0€3 MOTepH JIaHHBIX (CM. pUCyHOK 30).

= SpaceSAN

Coapanike nyna @

BiGOp MATPHLB! W CRELMANLHEX MRYNn

BrifiETe MATERLY W OHGHS
RAID-Z - S GHck nag
HETHOCTE (0TI

DocTynHeie gk RAID-72 - [

T RAID-23 - Tpst AN niog,

HETHOCTE (oTHa3 &)

mpathe

mpatho

mpathw

Pucynoxk 30 — Bei6op MaTpuiibl/Oniuu

[Tocne BrIOOpa HEOOXOAMMOUN U3OBITOYHOCTH, HEOOXOJAMMO HAXKaTUEM KHOIIKU
«BwIOpaTh» 106aBUTH MACCHB.
Jlanee mpu Ha>kaTUX Ha COOTBETCTBYIOIIYIO MKOHKY (CM. pucyHOK 31, o0iacTs 1)

ITOABHUTCA BO3MOXXHOCTD I[O6aBJ'I$ITB JUCKH B MAaCCHB.

AocTynHbie gucKK CHOHGWrYpHPOBaHHEIE MPYNNL
mpathy =0 - 1DRAID—22 -0 w0
TF
mpathc ==n
1E
mpathe =50
mpathw £D
TR
mpathp 550
mpathj 550

Pucynok 31 — ®opmupoBanue myna

I/IHI[I/IKEU_II/ISI MacCUBa W3MEHHUTCS Ha 3CJICHBIM M IOSBUTCS BO3MOXXHOCTH

J00aBJIATH TUCKU B (POPMHUPYEMBIi IyJT (CM. pUCYHOK 32).

Jlucm
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

JIKM (cMm. pucyHok 33).

RAID-Z2 -0

Pucynoxk 32 — OTkpsiTHE ITyna

Jlanee HeoOXoauMO 100AaBUTHh HYKHOE KOJHMYECTBO IMCKOB B IyJl Ha)XaTHEM

CroH$UrypupoBaHHie rpynnel

RAID-Z22 -6

mpathv
mpathe
mpatho
mpathw
mpathp

mpathj

SSD

SSD

SSD

SSD

SSD

SsSD

1.75TB

1.75TB

1.75TB

1.75TB

1.75TB

1.75TB

Pucynok 33 — BeiOpaHHbie AUCKH

HpGI[YCMOTpeHa BO3MOXKHOCTB I[O6aBI/ITI> AOIIOJIHUTCIIBHBIC OIINHWHU K ITYIY (CM.

pucyHok 29), ecnu BbIOpaTh crieliuaibHble MaTpuilbl. Pacimpennsie omuu (VDEV) —

TIO3BOJISIFOT JOOHUTHCS MOBBIICHUS 3()PEKTHBHOCTH HCITOJIL30BaHUS Tyia (CM. pUCYHOK

34).

Hzm.

Jlucm
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+ SpaceSAN

Coaganue nyna

& Hardware

v

Eviiamme MaTONLY WK SR

Lo - HEROPEHHHE CHHXPORoH
aanmeH (SLOG)

BocTynusie Qnckin Catne - LIARC fm yenopenn  {HPOBIHHEIG MEYNNS
mpathu
mpathe

Hot-Spare - Desspanio pecm
05 BecTROR samMen

Pucynok 34 — PacmmpeHHbIe OMIuu

HpI/I BBI60p€ HYKHBIX OHHI/Iﬁ ITOABHUTCSA I[OHOJIHPITGJIBHBIﬁ pa3acii B OKHEC

cosznmanus myja. Heo6xomumMo BeIOpaTh HY)KHOE KOJIMYECTBO JUCKOB (CM. pUCYHOK 35).

Mo0>kHO BBIOMpATH BCE TPEOyEMbIE OMINH.

CroHduryprpoBaHHbie rpynnei

S

g

”§ RAID-72- 6 ~ i

3

l§ Log Mirror - 3 A [
mpathu 55D 1.75TB
mpathz SsD 1.75T8

\§ mpatht 55D 175TB

N =

i Hot-Spare - 3 %

S :
mpathf SsSD 175TB
mpathk $SD 17578

i mpathy 55D 1.75TB

=

N

3

Q

Pucynok 35 — JlonmoaHUTENbHBIN pa3ien

g

3 [Tocnennum 1maroM OyJeT HEMOCPEJACTBEHHOE co3aanue Tmyna. s »Toro

S

£ HEOO0XO0MMO HaXKaTh Ha COOTBETCTBYIOIYIO KHOMKY (CM. pucyHOK 28, 00sacTh 4).

S

2

= Jlucm

S 41
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Tloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

[Tocne yecnenHoro 3aBepiieHus NPEAbIAYIIUX 3TANOB IMOSIBUTCS I1yJ1 HA [JIaBHOM
sKpaHe BKIagku ZFS, TyT MOXKHO YBHIETh 00BbEM ITyia, TAK)KE MTKaJIa HATTOJIHEHHOCTH B
cilydae, €CJIM y MyJia €CTh OMIMOKHU IMOSBUTCS COOOIIECHUE, MTPU HAaXKaTUU HAa KOTOPOE,

Oyzaer nepexo Ha BKIaaKy «CepBuc» (cM. pucyHok 36).

B aenesis

Pucynox 36 — ITyner ZFS

4.4.3 Hacrpoiiku myJia
Jisg paboTbl C MyJIOM CcleAyeT MEepedTH B €ro HaCTpOlKM, HakaB Ha

COOTBETCTBYIOIYIO KHOTIKY (CM. PUCYHOK 37, 00y1acTh 1).

(: ® DEGRADED

Qtest_g!er\? -+ @ (= ( | & ONLINE

Pucynox 37 — Hactpotiku myna

B manHOM paszgene ecTb BO3MOKHOCTb IPOCMATPUBATH UJIM U3MEHSATH ITAPAMETPhI

nyia (cM. pucyHok 38). [TonpoOHee 0 HacTpoiKax IyJia onucaHo B myHkre 4.13.

Jlucm
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

4.4.4 PacmimpeHue myJia

recordsize

checksum

compression

atime

BXEC

readonly

snapodir

aclmode

copies

casesensitivity

dedup

syne

128K

an

on (iz4)

on

aff

hidden

dizcard

off

standard

Pucynox 38 — Ilapamerps! myna

Ha BKJIAAKC paCHIMPCHHUA ITyJlIa MOKHO YBCINYHUTL KOJIHUYCCTBO JHCKOB B ITYJIC

1100 100aBUTH MACCHB K Imyay. [lepeMecTuTh HyKHbIE JUCKH B JIOTHUYSCKYIO TPyIIy (CM.

pucyHok 39) WM HaXkKaTh HA COOTBETCTBYIOIIYIO KHOMNKY (cM. pUCyHOK 31, o6macth 1)

npocTbiM Haxkatrem JIKM.

& Onupu

& Pacwmpnri nyn
: 243 ANCHD

BuifapnTe Kateropmo

HAoCcTynHbIe QHCKK

BuiGop MaTPUUB! 1 CREUMANBHBIX TPYTIN

CroHpHrypHMposarHbie rpynnbi

radz2-0 6

2cache -1

RAID-Z -4

mpathh

mpathg

mpatho

mpathl

Pucynox 39 — Pacimmpenue myia
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

4.45 3amMeHa qUCKA B IyJIe

[IpenycmoTpeHa BO3MOXKHOCTh

pucyHok 40).

{ zfs [ Pool0 { replace

25 Onum

I[J'ISI BBITIIOJIHCHHUA 3aMCHBI aAMHWHUHCTPATOP BI)I6I/IpaCT HGI/ICHpaBHHﬁ

SamMeHa QMCHOB

HocTynHeie guckmn

Tnpa!hk
mpathg
1 BATE

i
iy
rr||'j|athe
mpatho
LEITE

mDG.!PlIl

mpathi

mpathi
| BATE

Pucynox 40 — 3amena 1uckoB

3aMEHHUTh JTUCK B TyJe Ha CBOOOJHBIN (CM.

CHOHGHUIrYPHPoBaHHBIE rpynnst

raidz2-0 -8

Zeache -1

JUCK B

ImpaBOM CIIMCKC, IIOCJIC YCTO BBI6I/IpaeT JUCK MJid 3aMCHBbI B JICBOM CIIMCKE H

MOATBEPKIACT IEUCTBUE HAXKaTHEM KHOMKH «3ameHuTh». [Ipu BeIOOpE MHcKka B 1€BOM

CIIUCKE OH TOJICBEUMBAETCS 3€lEHBIM 1IBETOM. [Ipu BBIOOpE JMCKa B MPAaBOM CITUCKE

otoOpaxaercs uHopMalus 0 TOM, KaKOl JUCK MOJJICKUT 3aMEHE U KaKUM JIUCKOM OH

Oyner 3ameHEH. (cM. pucyHOK 41)
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

Samena gUCHOD

[OCTYRHBIE AHCKKH CHOHDHIYPHPOBAHHBIE MRV

reidzz-0 - 6

Lzeache 1

Pucynox 41 — 3amena nucka B myJie

4.4.6 Jloru myJa

B paznene «Jlorm myna» oToOpaxkaeTcsi »KypHall oOmepaiuii, CBS3aHHBIX C
BBIOpAHHBIM YJIOM (CM. PUCYHOK 42). B sypHane npencraBieHbl KOMaH/Ibl U ICHCTBUS,
BBITIOJTHSIEMbIE HAJT ITYJIOM, a TAKKE BPEMsI UX BBITIOJHEHHUS.

OtobOpakeHHe XypHaja peajiM30BaHO B BHJE CIHMCKA 3aIllMCeH, COAepKallnxX
KOMaH/Ibl YIIPABJIEHUS MyJIOM U COIYTCTBYIOIIME ornepannu. Kaxxaas 3anvch BKIOYAET
TEKCT KOMaHJIbl U OTMETKY BPEMEHU €€ BBITIOTHEHUS.

Jist  akTyanu3anuu  OTOOpa)kaeMbIX — JaHHBIX  NPEIyCMOTPEHa  KHOIIKA
«OOHOBUTDY, TIO3BOJISIIONIAS 3arPY3UTh TMOCIEIHUE 3alUCH KypHaia. Takxke HOCTymHa
kHomka «CkauaTh mofiHbd log daiinm», nmpeaHa3HaueHHas ISl BBITPY3KU TOJHOTO
YKypHaJja onepanuii B (pait uist mocaeayroero anaamsa.

B npaBoit wactu unTepdeiica noctyneH napamerp «KoaumdecTBO MOCIEIHHUX
JIOTOBY, TO3BOJISIFOIIMN 3a7aTh YUCJIO OTOOpa)kaeMbIX 3amuced KypHana. M3meHeHue
JTAHHOTO TIapaMeTpa BIUsSET Ha 00BEM BHIBOJAUMBIX JTAHHBIX.

KypHan wucnonab3yercss i MOHUTOPUHTA COCTOSIHUS TIyJia, aHajau3a

BBITTOJIHCHHBIX onepaum"l N JTUarHOCTHUKHU BO3MOKHBIX OIINOOK.

Jlucm
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Iloon. u oama

Une. Ne 0yon.

“

B3zam. uns.

Tloon. u oama

Une. Ne noon.

VICTOPER KNSR KRARABCED SR

zpool create poolaul -0 dtroot=/zfs -o { -0 place=on Jdev/mapper/mpathb /dev/mapper/mpathi spare fdev/mapper/mpaths 16:49 21.04.2026
zfs create -o encryption-aes-256-gom -o keyformat - passpt -0 keylocati; prompt poalaul, di1 10:23 22.04 2026

zhs unland-key poclaulfenc_dil 10:23 22.04.2026

zfs load-key poclauljenc dOT 10:23 22.04 2026

zls create -o encryption=aes-256-gom -o keyformat=raw -0 keylocation=filew// fopt/spacesan_keys/poclautenc_d0Zkey poclaulfenc d02 10:24 22.04.2026

zfs unload-key poolaulfenc_di2 1024 22,04.2026
zfs load-key poclzulfenc_d02 10:24 22.04.2026
rfs create -0 encryption=aes-256-gom -o keyt

zfs unload-key poolaulfenc_did 1025 22.04.2026
zfs boad-key poclaul/enc_d03 10:25 22.04 2026
zfs unload- key panlaulfenc_d03 10:25 22.04.2026
s load-key poolaul/enc_di3 10:26 22.04 2026
zfs create -5 -V 195312500K -o volblocksize= 16K -o keylocation=filey/; wi1key -o keyfo -o endryption=aes-236-

gom pookaulienc w0t

z#s unload-key poolaulfenc vl 10027 22.04 2026

efs lpad-key poclaulfenc_vl 10:27 22.04.2026

zfs create -5 -\ 195312500K -0 valblocksize=16K -0 keylocati filee/f fapt laulenc vi2key -o keyformat=hex -o encryption=aes-256-

gom poolaul/enc w02

zfs unload-key poolaulfenc w02 10:28 22.04.2026

zfs load-key poclaul/enc_vii2 10:29 22.04.2026

rfs croate -5 -\ 200000000 -0 volblocksize=16K -0 keyl - -0 encryplion= fenc_v3 10220 22.04 2026
zfs unload-key poclaul/enc_vd 10530 22.04.2026

zfs load-key poolaulfenc w3 10030 22.04 2026

zhs set volsize=200M poclaulfenc_vd 10:33 22.04.2026

zfs set volsize=200G poolaulfenc_v3 10:34 22.04.2026

zpool import poclaul -o altroct=/zfs -f -d /dewmapper 12:48 22.04.2026

zpaol import pooleul -¢ altroot=;z d fdev/mapper 12:58 22.04.2026

zpool import poslaul -o altroot=/zf -f -d fdev/mapper 13:17 22.04 2026

zpao| import paclaul -o altroot=/fs - -d /dev/mapper 13:26 22.04.2026

zpool import poolaul -o altroot=/2s -f -d /dev/mapper 13:46 22.04 2026

zpool import poclaul -o altroct=/xfs - -d fdev/mapper 13:52 22.04.2026

zpaol import poclaul -o altroct=/2fs -7 -d rdev/mapper. 14:14 22.04.2026

zpaol import poclaul -o altroot- d fdewimapper 14:48 22.04 2026

rpaol import poolaul -o altroot=/rts -f -d fdev/mapper 14:58 22.04 2026

b= hex -0 keylo, fopt/spacesan_key ulenc_d03 key poolulfenc_d03 10:25 22,04 2026

Pucynox 42 — Jloru myna

4.4.7 Pa3nen cepBuc
Paznen «CepBuc» mnpeaHa3Haue€H Jig BBINOJHEHUS OOCITY>KUBAIOIUX U
aJIMUHUCTPATUBHBIX OIEpalluid HaJ IyJOoM XpaHeHHs (cM. pucyHok 43). B pganHOM
pazziene JOCTYyNHBI clenayroue (YHKIUMUA: OYHCTKA CcTaryca Iyjia, MpOBepKa

HCJIOCTHOCTH IIyJIa, YAAJICHHUC IIyJIa U CTATyC CKAHUPOBAHUAI.

_gen2 [ service OMMCTHE CTATYES NyNa

Ol

CraTyc cHEHMpOBAHUS
; repalred OB 14

Pucynok 43 — Pazgen «cepBHUC»
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

OyHKIMSA OYUCTKU CTaTyca MyJia UCIOJIb3YETCsl B Clydae, €Clid Ha OJJHOM WM
HECKOJIbKMX JAMCKaX ObUIM 3a()UKCHUPOBAHBI OIIMOKM YTEHUS WU 3aIUCH (CM. PUCYHOK
44). Jlannas omepamusi Mo3BoJisieT COPOCUTHh CTaTyC OUIMOOK MOCJE MX YCTpaHEHHS.
[lepen BBINIOJIHEHHEM OYMCTKM PEKOMEHIYETCS MPOBEPUTH COCTOSHHE JUCKOB Ha
UCIpaBHOCTh. Eciu mocie OuYMCTKH JOUCK MPOAODKAaeT paboTaTh € OLIMOKamH,

PCKOMCHAYCTCA 3aMCHHUTH CI'0 HA HCHpaBHBIﬁ.

Ouucrra cTaTyca nyna

Pucynoxk 44 — OuuncTtka cTaTyca ImyJia

B paznene «CepBuc» 10cTymHa BO3MOXHOCTB 3aIlyCKa MPOBEPKHU IEIOCTHOCTH
nyna (scrub) (cM. pucyHok 45). B xone naHHO#M onepanuu cucTeMa Mocie0BaTeIbHO
MPOXOJUT TIO BCEM JAHHBIM B IyJI€ U MPOBEPSET BO3MOKHOCTh YTEHUSI BCEX OJIOKOB
naHHbIX. [IpoBepKa BBIOTHIETCS C MUHIMAIBHBIM ITPHOPUTETOM BBOIA-BBIBOJIA, YTOOBI
He OJIOKUPOBaTh OOBIYHYIO PA0OTY CUCTEMBI, OJTHAKO B IPOIIECCE BHITTOJHEHHUSI OTIepaIus
MO>KET HETaTUBHO BJIMATH HA TIPOW3BOAUTEILHOCTE. [Ipy 3TOM MaHHBIE MyJa OCTAIOTCS

AOCTYIIHBIMHU IJIs1 UCITIOJIB30BAHUS HaA ITPOTAKCHUA Bcel ITPOBCPKMH.

MNposepxa yenoctHoeTH (serub)

Pucynox 45 — IIpoBepka LIeTOCTHOCTH ITyJia

Jig  ynaneHus myja MpeaycMOTpeHa OTHelbHas omepanusi, TpeOyromas
00s3aTENBbHOTO TOATBEPKAEHUSI (CM. puUCYHOK 46). B 1emsx mnpenoTBpallieHus

CJ'Iy‘—IElfIHOFO YAAJICHUA HGO6XOI[I/IMO BBCCTHU KO IIOATBCPIKIACHUA.
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Yaaneuwe nyna

YaaneHus nyna Heobpatumo v NPUBEET K NOTERE Boex aHHbiX Ha HeM. [Nepern BeNanHERWeEM arepaln yBearTech, ST0 Y BaC eCTh akTYanbHan pesepsHasn Konus

Z_AN
sl

Pucynok 46 — Y nanenue myna

[lepen BbIMOTHEHUEM ONEpAIMK YIAJICHUS My JIOJKEH ObITh Pa3MOHTUPOBAH.
Bce cBs3aHHbIE € MyJIOM CEPBUCHI U PeCypChl, BKItouas ceresbie mapuHru (NFS, SMB,
1SCSI), momKHBI OBITH OCTAHOBJICHBI, a 3aJaHUS PEIUTUKAIMK — OTKIIIOUeHBI. [locie
BBITIOJIHEHUS YKA3aHHBIX YCJIOBUHN U MOATBEPKICHHUS ONepaluu Myl OyJeT MOJTHOCTHIO
YAAJEH BMECTE CO BCEMU COJICPKAIINMUCS B HEM JaHHBIMM.

[Tynkr «Crtaryc CKaHUpPOBaHMS» OTOOpaKaeT IUArHOCTUYECKHE COOOIICHUS
ZFS, BKioyaroiiye: Naty MOoCiIeTHENd MPOBEPKH IEJIOCTHOCTH, BBISIBICHHBIC OIIMOKU

nyjia U TEKYIIMi Iporpecc onepalydyd MUTPAalW{ JaHHBIX IPH 3aMEHE JHCKa (CM.

pucyHok 47).
Health
S One or more devices is currently being resilvered. The pool will continue to function. possibly in a degraded state
g
< [eiicTaus
2 Wit for the resilver to complete.
’§ CTaTyc CKaHUPOBaHUS
= resilver in progress since Thu Feb 514:65:68 2026 31.4G / 779G scanned at 7.85G/s, UB f 777G issued OB resilvered, 0.00% done, no estimated completion time
0.00%
_ Pucynox 47 — Craryc ckaHupOBaHUS
S
%
S
4.4.8 UMNopT 4 3KCHOPT MmyJia
E [Ipu Ha>kaTUK HA COOTBETCTBYIOIIUI MIEPEKITIOYATEIb, BBIICIICHHBIN PaMKO (CM.
=
3
§ pI/IcyHOK 48) €CTh BO3MOXHOCTbH I/IMHOpTI/IpOBaTB/aKCHOpTHpOBaTL Hy.H.
Q
§ Bgaeas + [ B | @] E » ONLINE
IS
=
S
S
Pucynok 48 — mnopt/3kcnopt mysna
/E:
S
%j Jlucm
S 48
Hsm.| Jlucm Ne ooxym. Ioon. Jlama
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

4.4.9 OOHOBJIeHHE BEPCUH ITYJIA
B cayuae oGHoBneHus 10 HOBOM Bepcunm ZFS ecThb BO3MOXHOCTh OOHOBHTH

BCPCHUIO ITyJIda HAXKATHCM Ha COOTBCTCTBYIOIIYIO KHOIIKY. B ClIydac €CJIM I1yJI aKTyaHBHOﬁ

BEPCHH, TO KHOITKA OyJIeT HEaKTUBHOM (CM. puCyHOK 49).

2 ObsoauTe l CoanaTE mym

= @) » onune

=i +

Pucynox 49 — O6HOBIIEHHE BepcUU TTyJia

4.4.10Cnucok TMCKOB IyJia
[Ipn HakaTMM HAa COOTBETCTBYIOIIYIO KHOIIKY OTKPBIBACTCS OKHO CO CITHCKOM

JICKOB, MCIIOJIb3YEMBIX B ITyJie (cM. pucyHok 50).

Sgeresis +] 8| e[ |@ soun

Pucynok 50 — OxHO mpocMOTpa IMCKOB, UCTIOIb3YEMBIX B ITyJI€

OTKpBIBaeTCsl OKHO, B KOTOPOM OTOOpakaeTcs HHPOpMALHs O TUCKaX, BXOIAIIUX
B COCTaB ITyJIa, YTO MTO3BOJISAET IPOAHATIU3UPOBATE UX COCTAB, COCTOSIHUE, POJIb B ITyJIE U

KOJIMYECTBO OIIMOOK (CM. pHCYHOK 51).

-
CTpyKTypa nyna genesis X

| mirror-0 - 2 ONLINE A
mpathh  ONLINE r0 wo ed SSD 3.49TB

mpathe ONLINE 0 w0 e SSD 3.49TB

mirror-1- 2 ONLINE ~
mpathd ONLINE r0 w0 e0 SSD  3.49TB

mpathf ONLINE r0 w0 c:0 SSD 3.49TB

Pucynok 51 — Crincok JuCKOB B COCTaBe ITyJia

Jlucm
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Iloon. u oama

Une. Ne 0yon.

“

B3zam. uns.

Tloon. u oama

Une. Ne noon.

4.4.11Co3nanme Dataset/VVVol

[Ipu Ha>)kaTUM Ha COOTBETCTBYIOUIYIO KHOMKY (CM. PUCYHOK 52) OTKPOETCSI OKHO

cosznanus dataset u vvol.

= 8 @ &= @) o omne

Pucynok 52 — Knomnka coznanus dataset/vvol

4.4.12 Datasets

ZFS datasets — »To MoOIHBIH W THOKHHA OpraHM3al[HOHHBIA HMHCTPYMEHT,
MO3BOJISIONINN JIETKO M OBICTPO CTPYKTYpHUPOBATh JaHHBIC, OTCICKHBATH pa3Mep C
TEUCHUEM BpPEMEHH M JejlaTh Pe3epBHbIC KOMWU. BupTyanmpHas daiiaoBas cucreMa
BHYTpH Tiyna ZFS, mo3Boistomias TMOKO yNIpaBIsATh XPaHWIHINEM, HACTPOUKAMH H
cHuMKamu (snapshots). ZFS datasets moxosxu Ha mojipa3ieibl B (haiiJIOBOM cHCTEME, HO ¢
YHUKQJIBHBIMU CBOWCTBAMH W ympaBiieHueM. HaOopbl JaHHBIX HCIIOJIB3YIOTCS IS
MpeI0CTaBIIEHUs TIepeaun JaHHBIX 1o nmpoTokosiam NFS.

Jlnst co3maHus HaOopa JaHHBIX HEOOXOAUMO HakKaTh HA COOTBETCTBYIOIIYIO
KHOTIKY (CM. pUCYHOK 52) M B MOSIBUBIIIEMCSI OKHE BBECTH €ro Oyyliee HazBaHUE (CM.

pPUCYHOK 53).

Co3paHue Dataset X

Filesystem
Filesystem name

DopMaT Knoda

Bes wudpoeaHua

Pucynoxk 53 — Coznanue Habopa JaHHBIX

Jlucm
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

[Tocne ycnemHoro coznanusi HA0Op JaHHBIX OyJeT OTOOpaxarbcsl B Imyse (CM.

PHUCYHOK 54).
£ gernesic + & @ € @) = onune
Filesystems

Pucynoxk 54 — Habop naHHbIX

VY kaxzaoro Habopa JTaHHBIX MPENyCMOTPEH HAaOOp MHIMBHAYaJbHBIX CBOMCTB.
Knonka moctyna k cBoiicTBaM HaOopa JaHHBIX OTOOpaxkaercs B uHTepdelice mocie
3arpy3ku uHGopMaIuu o Habope JaHHBIX, YTO MOKET MOTPEOOBATH HEKOTOPOTO BPEMEHHU

(cM. pucyHok 55).

8 i + @B @ = @ ’  ONLINE

Filesystems

— 1 o8 L) [e]®

Pucynok 55 — KHorika cBolicTB Habopa JaHHBIX

[locne HaxkaTus Ha yKa3aHHYIO KHOMNKY OTKpBIBA€TCA OKHO CBOMCTB Habopa
JIAHHBIX, B KOTOPOM OTOOPa)AarOTCSl €ro MapaMeTpbl U HACTPOWKH (CM. PHCYHOK 56).

[TonpobOHee o HacTpolKax onucaHo B MyHKTe 4.13.

Jlucm
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

HacTtpoiiku genesis/bigdata

recordsize 16K
checksum on
compression on (1z4)
atime on
exec on
readonly off
snapdir hidden
acimode discard

Pucynok 56 — CpoiicTBa Habopa TaHHBIX

4.4.13 BupryajabHble TOMA

ZFS Ttaxke MOXET cO3/JaBaTh JHCKOBBIE YCTPOMCTBA Ha3bIBa€MbBIE TOMaMH

(VVol). BupryanpHbie TOMa MOTYT OBITH IOJIC3HBI JJIA 3allycka JIPyrux (HopmaroB

dainoBeix cucreM mnoBepx ZFS, takux kak ISCSI u Fibre Channel. [Ins co3ganus

HEe00XO0MMO BBECTH Ha3BaHUE OY/IyIIero TOMa, pa3Mep JUCcKa, OJI0Ka U yKazath opmar

JMICKa — TOHKUI WM TOJICTBIN (CM. pUCYHOK 57).

Thin provisioning — MeXaHuW3M JUHAMHYECKOTO BBIICICHUS (U3NIECKOTO

MPOCTPAHCTBA HA YCTPOMCTBE XpaHEHUs, mpu KoTopoMm 00béM ZVOL pesepBupyetcs

JJOT'MYCCKH, a (1)I/I3I/I‘ICCKI/I€ 010K BBIACIIAIOTCA IIO MCPC 3alliMCHh JaHHBIX. I[aHHaH

TEXHOJIOTUS TO3BOJSIET d(PPEKTUBHO HUCIMOJIB30BaTh PECYpPChl XPaHWININA, WCKITIOYast

NpeIBapUTEIbHOE BbICIEHHE O00BbEMA, COOTBETCTBYIOUIETO 3asBICHHOMY pa3Mepy

ZVOL.

Hsm.| Jlucm Ne ooxym. Ioon. Jlama
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[Ipumeuanne — mpu ucnojgb3oBaHuU thin provisioning peKOMeHIyeTCs

MOHHUTOPUTH YPOBEHb 3aMOJHEHHUA (U3MUECKOTO IIyNa, MOCKOJbKY MEperoJHeHHE

MPpUBOAUT K HegocTynHoctu ZVOL.

Co3gaHue Dataset

Vol name

Faamep

16KB
QopmMat Knoda
Bes wudposaHma

loHkuA (thin provisioning)

Oa

X
Volume
2.51TB
GB
6ogHo [ 2.50TB Beerc

: Pucynoxk 57 — Co3znanue BUPTYajJbHOTO TOMA
=
=
S [Tpu HeoOXoaUMOCTH 3aJeHCTBOBATh BECh JIOCTYIHBIN CBOOOJHBIA 00BEM ITyJia
MPUMEHSIETCS crielalibHast QYHKIMS, aKTUBHUpyeMas HakaTheM KHOTIKH «/cronbp30BaTh
@ BECh 00BEM» (CM. PUCYHOK 58).
S
%
=
%
5
Q
IS
g
S
N
g
S
S
g
= Jlucm
S 53
Hsm.| Jlucm Ne ooxym. Ioon. Jlama
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CozpnaHue Dataset

VWal name

HaaMep

16KB

@opmMaT KnoYa

Bes wwdposaHua

ToHkKiA (thin provisioning)

Oa

Bunsr blocksize n ux nasuauenus

Volume

Pucynok 58 — Knomnka «lcroias30BaTh BeCh 00BEM»

Block size Koraa ucnojb30Barhb KommeHTapuii

16K VM-muckn, OC-gmcku, 0a3el HaHHBIX, | JIydme i MeNKHX — CIy4ailHbIX
S
§ aktuBHas random /O Harpyska. orepanyii, HO OOJNbBIIE CITy)KeOHBIX
N
g MeTaJaHHbIX.
S
= 32K VHuBepcanbHblii BapuanT it VVOIl | Xopommii BapyaHT 10 yMOJYaHHIO,

o01wero Ha3HAuYeHHUS, CMeIlIaHHas | eciu  NpoduiIb HArpy3Kd 3apaHee

- Harpyska. HEU3BECTEH.
S
=
E 64K daitnoBeiii  cepeep  BHytpu VM, | Komnpomuce mexay random  u
& CMEIIaHHbIC TOMa, CPEIHUE (aiiiIbl. sequential 1/0.

128K ITocnenoBarenbHast Harpyska, KpymnHble | Jlydmre juisi KpyIHBIX ONEpaLMi, HO
=2 ¢daiinel  BHYTpM  TOMA, OKCHOPTHBIC | MeHee dS((GEKTUBHO ISl MEJIKHX
e}
=
§ JIaHHBIE. random-3anuceii.
3
= 256K bakampr, apxuBel, ISO, Oonpmme | MeHplle  METaJaHHBIX W BBIIIE

[IOCJIEZI0BATENIbHBIE 3AIHCH. 3¢ GeKTUBHOCTD Ha OobIINX (aiinax.
o 1M Buneo, Oospmme gammel, Xo0j0AHOE | MakcHMaJbHO — OPHEHTHpPOBAaH  Ha
g
”§ Xpanuiuie, backup repository. KpYITHBIE TIOCIIEI0BATENbHbIE TaHHbIE;
E wioxoit Betoop st OC-guckos u B/I.
, [Tocne ycrmenrHoro co3aHusi ToMa, OH TOSIBUTCS B IyJie (CM. pUCyHOK 59).
= Jlucm
£
N 54
Hsm.| Jlucm Ne ooxym. Ioon. Jlama
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Volumes

VVOL-NAME-T =

eddff
8 ume
@
g8
test_back
B .-

Pucynok 59 — BuprtyanibHblil ToM

vy BHUPTYAJIbHBIX TOMOB TaK K€, KAK U Y Ha60pOB JAaHHBIX €CTb CBOU YHUKAJIBHBIC

cBoiicTBa (cM. pucyHok 60). [TogpoOHee o HacTpolikax onmucaHo B IyHKTe 4.13.

HacTtpoiiku genesis/test_back

X

volsize 6.74T (4
compression on (1z4)
readonly off
dedup on
IS
g
S
3 sync standard
£
=
snapdev hidden
5
S
2 Pucynox 60 — Oniuu BUpTyaapHOTO TOMA
=
Y):[aneHHe BUPTYAJIbHBIX TOMOB U Ha6op013 JaHHBIX OCYHICCTBIIACTCA HAXKATUCM
%
g Ha «KOp3uHY» (CM. pUCYHOK 61).
3
Q Velumes
g VVOL-MAME-T 208 @ E
=] eclr:IIfF_ ™ KT
< ctume TR
g
S test ELE
= = P - i @|w
£
S Bl hbask = @@
Pucynok 61 — Y nanenue vvol/dataset
,g:
2
= Jlucm
S 55
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

4.5

Fibre Channel

[Mepetins wa Bkuanky Fibre Channel, mosiBurcs

JOCTYITHBIMU TIOPTaMU (CM. pUCYHOK 62).

paceSAN

Mopr

200000 0emes Oo:30

2000:00-Oarteed O3l

CraTyc AuHKa

® Oning

» Oriling

Pucynok 62 — Fibre Channel

BO3MOKHOCTh HAOJIFONATh 3a

Tt Py Te KOG YDA
VWO connection mapping

CratucTna

O

o)

B manHOM OKHeE 0To6pa>1<aeTc;1 CTarTrycC (bHSH‘IGCKOFO COCAUHCHUS, CI'O CKOPOCTHb

Y CTaTHCTHUKA MEepPeIavyr JaHHBIX (CM. PHCYHOK 63).

CraTucTuka 21:00:00:0e:1e:e4:0c:30/host15

MpuHaTo Kagpos:

MepenaHo Kagpos:

MNpPUHATO CUMMBONOB:

MepagHo cMMBOMNOB:

OWMBOYHBIX KagpoBs:

OwmboyHbix CRC:

Cbhoes coegUHEHMRA:

MNponagaHwWiti cMrHanos:

MoTepk cuHxpoHusaLmn (LIP):

KonuyecTtso LIP:

Konwmyectso NOS:

Dumped frames:

Mon YYEHHbIX 3anpocos:

OTnpasneHHbIX 3aNpocoB:

Mony4eHHbIx Merabait:

OTnpasneHo merabait:

CekyHp ¢ nocnepHero cépoca:

1
190
236

o O O 0 0 0 0 o O 0O OO0

881429

Hzm.

Jlucm

Ne ooxym.

Ioon.

Hama

Jlucm
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Pucynok 63 — OKHO CTaTUCTUKH MOpPTa

JIns akTMBaUWy 1opTa cieayeT Haxarh Ha Hero JIKM u nepexitounTs noji3yHoK

Ha aKTUBHOE COCTOSHUE (CM. PHCYHOK 64).

Mopt

21:00:00:0e:e:24:0¢:30

21:00:00:0e:1e:e4:0c:31

Cratye

Craryc nuHKa CropocTe

@ Online 1 Gbit

Offline unknown

Pucynok 64 — AxtuBanus nopra

Crammcrmka

@
@

Jamee HeoOxoammo mepeltd Ha BKiIanky «VVol connection mapping» (cwm.

PHUCYHOK 65).

Volumes

genesis/\VVOL-NAME-T
OWG1fT... 82603 [a]
550 HEG

Mogrmousnie O

genesis/test_back
MARIDE -

ssp[)  HoD[Z)
Tonbkn fre YTeHws
Mogrnicsenne

Targets

VVOL connection mapping

Mpynns

§ genesis/test
S 1D -
g ::J;% HDD (]
= TONGKD [RR 4TEHwS
’% NopxnioseHHe
Q genesis/eddff

NAAID: -

ssp(]  HDD(¥]

epencme
S
%
S Pucynoxk 65 — Bxianka «VVol connection mapping»
= JlaHHOE OKHO pa3JeliecHO Ha TpU ceknuu. B mepBoit cexnmu «Volumesy
=
N
S otoOpaxaroTcs BupTyaibHbie ToMa (VVol). [{ns Hadana paboTbel HEOOXOAMMO BBIOpATh
Q

tun Hocutena (SSD wnm HDD), ykaszaTe peXxuMm A0CTyIla «TOJBKO YTEHUE» MpPH
N HEOOXOUMOCTH W BBINOJHUTH MOAKIOYCHHE, HaXKaB COOTBETCTBYIOIIYIO KHOMKY (CM.
g
S
B pucyHok 66). Eciiu BcE caenano npaBuibHO, mosiButcs 1D.
S
g
= Jlucm
S 57
Hsm.| Jlucm Ne ooxym. Ioon. Jlama
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

Pucynok 66 — Hactpoiika u moakmouenue VVOI

genesis/test_back
0x61ef0...2ad87

SSD| ) HDD (v
T-.::llr- bBKO ON# YTeHWA
MogrnioveHue

©

-
—

Crnenyromasi ceknusi «TargetS» mpemHasHadyeHa IUisi BRIOOpa TapreToB, depes

KOTOpbIE OYJEeT OCYIIECTBISAThCA TMpeaocTaBieHne BuptyainbHoro toma (VVol). B

JTAHHOW CEKIIMU 0TOOpa)kaeTcsi IePeUYeHb JOCTYIHBIX 1IEIEBBIX 0OBEKTOB.

[IpenycMoTpeHa BO3MOXHOCTh BBITIOJIHEHHUS TJI00aIBHOTO MoAKIoueHus: VVol

KO BCCM Taprc¢ramM C HCIIOJIb30BaHHUCM COOTBGTCTBYIOHICﬁ KHOIIKH. ]_—[J'I}I HaCTpOﬁKH

HMHANBUAYAJIbHOI'O ITOJKIFOUYCHUA H€O6XOI[I/IMO BBI6paTB KOHerTHBIﬁ TapreT B CIIMCKC,

BBI6pElHHBII>i TapreT MoACBCUYNBACTCS, YTO YKA3bIBACT HA €T'O AKTUBHOC COCTOAHHUC. Ilocne

BI)I60pa Taprera OTO6pa}Ka€TCSI MMOCJICAHAA CCKIMA, IMPCAHA3ZHAYCHHASA IJIA H&CTpOﬁKPI

TPy TOIKIFOYEHUH. (CM. pHCYHOK 67).

Targets
:00:00:0ele:ed:0e:30

2e00:00:0e0eed:0c:31

Global

Global

Pucynox 67 — TapreTsl

CrenyroluM 1aroM BBINOJHAETCS HAacTpodka rpynn. C MOMONIbI0 KHOIKHU

«/lo6aBuTh» co3zmaércs HOBas rpymma (cM. pucyHok 68, obmacts 1). [lanee, nucrnonn3ys

COOTBETCTBYIOILYIO KHONKY, B TPYIIy T0O0ABJISIIOTCS MHHUIMATOPBI (CM. PUCYHOK 68,

Hzm.

Jlucm

Ne ooxym.

Ioon.

Hama

Jlucm
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

obsnacth 2). [Ipn HEOOXOIUMOCTH TPYIIYy MOXHO CKOIHMPOBATh Ha JAPYroW Taprer C
nomombio KHOTIKH «KomupoBate» (cM. pucyHok 68, obmacte 3). Ha 3aBepmatoriem
9TaIe BBINOJIHICTCS MOAKIIIOYCHHUE TPYIIBI K BBIOPAHHOMY TapreTy ¢ MCIIOJIb30BaHHEM

KHOTIKY TIOJIKJTFOUEHUS (CM. pUCYHOK 68, 06nacTs 4).

Nmn VVOL Ynpaenexue
test]

Pucynok 68 — Hactpoiika rpymm

B 3aBCPIICHUC KOH(I)I/IpraI_[I/II/I npcayCcCMoOTpCHa BO3MOXHOCTb COXPAHHUTH
BHECEHHBIC N3MCHCHHMNA, YTOOKI OHH OBLIIH IMPUMCHCHBI U COXPAaHCHBEI ITOCJIC IICPC3arpy3Ku
CHUCTCEMBbI, a4 TAKKEC BBIIIOJIHUTD UX 3arpy3Ky € IIOMOIIbIO COOTBCTCTBYIOIHGﬁ KHOIIKH (CM.

PHUCYHOK 69).

) 06HOBWTL CoXpaHWTe M3MeHeHWA [l 3arpy3vMTb KOHOUIYpaLMD

Pucynoxk 69 — Coxpanenue u 3arpy3ka KOHpUTypamuu

AHaNOrHuHbIC JEHCTBUSA HEOOXOIUMO BBITOJHHATH CO BCceMH mopTamu Fibre

Channel.
4.6 iSCSI

[Ipu pabdote ¢ mnpotokosom i1SCSI wuHTEpdeiic ympaBiaeHHS BO MHOTOM
ananornueH uHtepdericy Fibre Channel. B HacTosiiiem pasnene npuBeeHO ONMHUCaHUE
TOJIBKO TE€X DJIEMEHTOB M (DYHKIIMOHATIBHBIX BO3MOXKHOCTEHM, KOTOPhIC OTIMYAIOTCS OT

Fibre Channel u sBasiroTcst crieruduanbiMu st iSCSIL

Jlucm
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

[Tpu ucnons3oBanuu nporokoia iISCSI Bo Bkiaake «Targets» oroOpakaeTcs
circok iISCSI-Tapreros ¢ ykazanuem ux IQN u Tekymiero cocrostaus (cM. pucyHok 70).
JIJ1s KaXI0ro TapreTa mpeyCMOTPEHO YIIPABICHHE €r0 COCTOSHUEM, a TAK)KE OIepaIluu

I[O6aBJIeHI/I$I " YIAJICHHUA TapIrCcTOB.

2 ofwoenTs CONPAHHTE HMIMEHERAR

VWOL connection mapping

iSCSI Status ==

L] CoCToRHME Ynpasnenns

qn.2023-01 san tgt-7d534738 & B

Pucynok 70 — ITporokon iSCSI

JJist co31anust HOBOTO TapreTa UCHoJb3yeTcs kHomka «Jlo6aButh targety». [locne
BBIOOpA Taprera JOCTyIHA HACTPOMKA MapaMeTPOB MOAKIIOUSHUS, BKIIOYAs MOPTAIbI U
VHHUIMATOPHI.

B okHe HacTpoiiku Tapreta aJAMHHHUCTPAaTOp MOXeT BbiOpath [P-ampeca
MOPTAJIOB, Uepe3 KOTOPhIE OYIET TOCTYIIEH TAPTreT, a TAKKE 3a74aTh CIIMCOK MHUITUATOPOB,
KOTOPBIM Ppa3pelIeHo MOoJkItoueHue (cMm. pucyHok 71). JloGaBneHue HHUIIMATOPOB

BBITIOJIHACTCA BPYYHYIO C BO3BMOKHOCTDBIO ITO3JICMCHTHOI'O YIIPABJICHUA CIIMCKOM.

Portals Initiators X

Buibepute IP

192.168.1.11 D] 192.168.1.56 I

Pucynox 71 — HacTpolika nopTajia ¥ MHUIIMATOPOB
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

[Ipu noGaBneHUM UMHUIMATOPOB B TPYNIy HEOOXOAUMO yKa3aTh UX
uaentuduxatops! IQN, ucnonp3yemspie A ayTeHTUPUKAIIUN U YIPABICHUS JOCTYIOM

WHHIIMATOPOB K COOTBETCTBYIOIIEMY TapreTy (CM. pUCYHOK 72)

[ eyy fo6asute UHULMaTOp X |

ign.2023-01.san:tgt-6b8593e8 0]

Pucynox 72 — JlocTynn MHUIIMATOPOB K TapreTy

4.7 NFS

Paznen «NFS-coenuaenms» mpeaHazHadeH s YIPaBICHUS DKCIIOPTAMH
daiinoBsix cuctem no npotokony NFS (cm. pucynok 73). B BepxHeit uactu untepdeiica
pacrmoJyiararoTcs 3JIEMEHThI OOHOBJICHUS JaHHBIX M KHOIKa co3fgaHus HOBOro NFS-

COCIMUHCHMUS.

Jlucm

61

Hsm.| Jlucm Ne ooxym. Ioon. Jlama

Konuposan Dopmam A4




Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

NFS coeguHeHns

Pucynok 73 — Paznen NFS

Jlns coznanust HoBoro NFS-coequnenus HeoOxoauMo HaxaTh KHONKY «Co3aaTh

COCANHCHHUC), ITIOCJIC UCTO OTKPBIBACTCA OKHO IIO6aBJIeHI/I}I NFS-BKCHOpTa (CM. PUCYHOK

74).

JAobaenenne NF5S 4

|355; L-J _E. IFI.II..I:E._b .I.II32

Beibparte Filesystem

MoKa3aTk pacUMpeHHBIE HACTPONHKK

Co3paTts OTMeHa

Pucynox 74 — Coznanue HoBoro NFS-coennaeHMS

B oxne noGasnenusi NFS ykaspiBaetcs |IP-aapec nnum mojacers kiveHTa, Takxke
JUISL TIIOOANIbHOM pa3jayll MOKHO HCIIOJIB30BaTh «*», KOTOPOMY IPEIOCTaBIISETCA
JIOCTYyM, a Takke BeIOMpaeTcs (aiiioBas cucTema, ImpeaHa3HAdeHHasl IS DKCIIOpTa.
[Tocne BbIOOpA M 3aMOTHEHHS] OCHOBHBIX MapaMeTPOB, aIMUHUCTPATOP MOXKET MEPEUTH

K PaCHUIMPEHHBIM HACTPOMKaM, HCITOJIb3Ysl COOTBETCTBYIOIIYIO KHOIKY (CM. pUCYHOK 75).
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NobaeneHne NFS x

Beeaute IP/ceth 132

Bribpark Filesystem

all_squash secure no_subtree_check

Readonly
Sync
Anonuid (Heoba3zaTenbHO)

65534
Anongid (HeobazaTensHo)

65534

CKPHITL PaciUMPEHHEE HACTPOWKK
Coapats OTMena

Pucynox 75 — PacmmpeHHbie HaCTpOHKH

B pazgene pacmmpeHHBIX HACTPOEK JOCTYMHBI MapameTpbl yIpaBiIeHUS
noctyiom W mnoBeneHneM NFS-skcmopra, BiiIo4as peXHUMBI  COMOCTABICHUS
MOJIb30BATENICH, MapamMeTpbl O€30MacCHOCTH, HACTPOMKH MPOBEPKH IOJKATaJIOTOB, a
TaKK€ TMapaMeTpbl CHHXPOHHOM 3alMCU W PEXKUMA «TOJbKO uTeHuey». llpu
HEOOXOJAMMOCTA MOTYT OBITh 3a/laHbl 3HAYCHUS AHOHUMHBIX HJIEHTU(UKATOPOB
noJb3oBaress u rpymnmsl (Anonuid u Anongid).

1. Pexumsl conocTaBieHus MoOJIb30BaTeNeH (user mapping)

JlanHpie TapaMeTphl  OMPENENSIoT, KakuM 0o0pa3oM  HIEHTU(UKATOPHI
MOJIH30BaTEJICH U TPYII Ha KIIMEHTCKOM CUCTEME COMOCTABIISIFOTCSA C MOJIb30BATEIISIMU Ha
cepBepe NFS.

e root_squash — mosp30BaTeNlb root Ha KIMEHTE COIMOCTaBISACTCS C
aHOHUMHBIM TOJIb30BaTeieM Ha cepBepe. Hcmonp3yercss 1O yMOJNYaHUIO U
PEKOMEHAYETCsl JJisl TOBBIMICHUST OE30MaCHOCTH, TaK KakK MPEJOTBpPAlIaeT IOIHBIM
aMUHUCTPATUBHBIN TOCTYI KIIMEHTA K JAHHBIM Ha CEepBEpE.

e N0O_root_sgquash — moap30BaTENb o0t Ha KIIMEHTE COXPAHAET MpaBa root Ha
cepBepe. [IpuMeHsieTcs TOIBKO B JOBEPEHHBIX Cpellax, TaK KaK 3HAYUTEIHHO CHUKAET

YpOBEHb 0€30MaCHOCTH.
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e all_squash — Bce monp30BaTEM KIMEHTA COIOCTABJISIOTCS C AHOHUMHBIM
noJsip3oBareneM. VMcnomnb3yercsa ans o0Iero A0CTyma, Korjaa He TpeOyeTcs pa3nuyarh
M0JIb30BaTENICH Ha cepBepe.

e no_all squash — mnonp30BaTeNM KIMEHTAa CONMOCTABIISIIOTCS CO CBOMMH
peanbubiMu UID/GID. [IpumensieTcst B cpeiax ¢ COTJIaCOBAHHBIMH YYE€THBIMH 3aITHCSIMU
MEXTy CEpBEPOM U KIIMCHTAMH.

2. IlapameTpbl 6€30MIaCHOCTH:
OnpenensoT, ¢ KaKuX TOPTOB KIMEHTHI MOTYT ToAKIIoYaThest K NFS-ceprepy.

® Secure — paspemnraeTt MOAKIIOYEHHUS TOJIBKO ¢ MPUBIICTUPOBAHHBIX TIOPTOB
(00bryHO <1024). PexoMeHyeMbli peKUM, TaK KaKk CUUTaeTcs 0osiee 6€30ImacHbBIM.

e insecure — pasperraeT TMOJKIIOYCHUS C JIHOOBIX MOPTOB. MOXKET
MOTPeOOBATHCSA MJII HEKOTOPBHIX KIMEHTOB WM KOHTCHHEPU3MPOBAHHBIX CpEIl, HO
CHU)KAeT YPOBEHb O€30MacCHOCTH.

3. Hacrpotiku npoBepku moakaranoros (subtree check)

e subtree_check — cepBep BBITOTHSET JOMOJIHUTENBHYI) TPOBEPKY, 4YTO
daiin [elCTBUTENIBHO HAXOJUTCA B OKCIOPTUpyeMOM TmojkaTtanore. [loBblmaer
KOPPEKTHOCTh, HO MOJKET CHIDKATh MPOW3BOIUTEIHHOCTh W BBI3BIBATH OIIMOKH TIPHU
nepeMeInieHnu (Gaiios.

e N0_subtree_check — npoBepka moikaTajaoroB oTki04YeHa. PekoMeHyercs
JUTs1 OOJTBIIMHCTBA CIIEHAPUEB, TAK KaK MOBBIMIACT IPOU3BOIUTEILHOCT U CTAOMIIBHOCTh
paboTHI.

4. TlapameTpsl CHHXpOHHOM 3amucu (Sync)

e sync (BKJIKOYE€HO0) — JIaHHBIC 3alMCHIBAIOTCS HA (PU3HUECCKUN HOCHTEND 10
MOATBEP)KIACHUS omneparuu kiueHTy. OOecneunBaeT MaKCHUMAaIbHYIO II€JIOCTHOCTH
JTAHHBIX, HO CHIDKAET MPOU3BOUTEIILHOCTb.

e async (BBIKJIIOYEHO) — CEpBEp MOXKET TMOATBEPKIaTh 3aIluCh JI0
(daKTHYeCKOW 3amucy JaHHBIX Ha JUCK. [lOBBIMIAET TPOM3BOAMTEIBLHOCTH, HO

YBCIIMYNUBACT PUCK ITOTCPU AAHHBIX ITPH coboe.
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5.  Pexum «ronbko uteHue» (Readonly)

e Read-only — kimenTam pa3perieHo ToIbKO YTeHHUE JaHHbIX. Mcnonb3yeTcs
JUTSI CIIPABOYHBIX JAHHBIX WM B LEJIIX O€30IaCHOCTH.
¢ Read-write — ximeHTaM pa3penieHbl Oepaiy YTCHUS U 3aITUCH.

6. AHOHMMHBIE HUACHTU(DUKATOPHI TMoOJb30BaTedst M rpymnnbl (Anonuid u
Anongid)

e Anonuid — UID, mox KOTOPBIM OYAyT BBIOJHATECS OIEPALlUU
AHOHMMHOTO TI0JIH30BATENs HA CEpBEpE.

e Anongid — GID, o KOTOpbIM OY/IyT BBITIOJIHITHCS ONIEPAIlii aHOHUMHOMN
IPYIIIBI.

[Tocne 3aBepmieHuss HacTpoiiku mapameTpoB NFS-coenmuunenus co3manue
IKCIIOpTA MOATBEPXKIaeTCs HaxaTneM KHOMKH «Co31aTh». B cimyyae oTkaza oT oneparuu
UCIOJIB3YeTCs KHOMKa « OTMEHay.

ITocne co3manus NFS-coequHeHuss OHO oOTOOpakaeTcs B OOIIEM CHHCKE
HKCIIOPTOB (CM. pUCYHOK 76). B criricke yka3pIBaeTCs MyTh SKCIOPTUPYEMOH (paitioBoit
CUCTEMBI, a TaK)Ke [OMOJHUTEIbHBIC 3JIEMEHTBHl YIIPAaBJICHUS, PACIIONIOXKEHHbIE B

KapTO4YKC COCAUHCHUS.

NFS coeguHeHus

&3 genesis/bigdata

Pucynox 76 — Criucox NFS-coennnennii

Jlns kaxxoro NFS-coequHeHnst JOCTYIHBI CIEAYIONIUE ONEpaluu:
e [IpocMOTp CrHHUCKa KIMEHTOB, KOTOPBIM pAa3peli€éH AOCTYyH K JAaHHOMY

AKCIIOPTY;
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e [TonyueHue KOMaH MOJKIFOYEHUS )1l KIIMEHTCKUX OMEPAIIMOHHBIX CUCTEM
Windows u Linux;
e Y ajieHue 3KCIIopTa.

QOyHKIMSA MNPOCMOTpa Pa3pElIEHHBIX MOAKIIOUYEHUN IO3BOJISIET ONPENCIIUTD,
kakuM [P-ampecam, mojcersiM WM KJIMEHTaM MPEAOCTaBieH M0CTyn K gaHHoMy NFS-
HKCHOPTY B COOTBETCTBHUM C €ro IMapaMeTpamMu. OTO TMO3BOJSET aJIMUHUCTPATOPY
OIEPaTUBHO MPOBEPUTH, JJII KAKUX y3JI0B ObLIT OIMyOJIMKOBaH peCypC.

OTtaenbHas KHOIKA TpeIHAa3HA4YCeHA MJIs OTOOpaKeHWS KOMAaH] MOIKIIOUCHUS
NFS-akcnopta ¢ kiueHTCckuX cuctemM. MHTepdeiic npeaocTaBiseT roTOBbIE BapHaHThI
MOAKITIOYCHHUS JUIsl omepanuoHHbIXx cucteM Windows u  Linux, d9ro ymporiaeT
UCITI0JIb30BAaHUE pecypca Ha pa3IMUHbIX IIaTPopMax.

[Ipu mnoaxmroueHuun w3 Linux wHcHonb3yeTcss CTaHAapTHas KOMaHAa
MoHTupoBanus NFS ¢ ykazanuem aapeca ceppepa, SKCIIOPTUPYEMOTO MYTH U JIOKATLHOU
TOYKA MOHTUPOBAHUSI.

[Ipu nmoaxmrouenun uz Windows ucrnoisb3yercs BCTpoeHHbIN kineHT NFS. B
3aBUCUMOCTH OT KOH(UTypallud BO3MOXXHO KaK MOAKIIOUYEHHE C COMOCTaBICHUEM
MOJIb30BATENCH, TaK W MOJKIIOYEHUE B AHOHUMHOM pexuMe. [lnsd aHOHMMHOTO
MOAKIIOUCHUSI MOXET HCMOJb30BaThCS TapaMeTp anon, MOpu KOTOPOM  KJIUEHT
NnoAKIoUaeTcss 0e3 mepegayn y4eTHBIX JaHHBIX, & CEPBEP pacCMaTpUBaEeT JOCTYN Kak
AHOHUMHBIM.

B cinydae aHOHMMHOTO TOJAKJIIOUEHHMS], a TAKXKE MPU OTCYTCTBUU KOPPEKTHOTO
COTIOCTaBJICHUs TOJIB30BaTENCH, cepBep MpUMeHseT napameTpbl Anonuid u Anongid,
OTPEICIIAIONTNE MOJIB30BATENS U TPYIITY, OT UMEHHU KOTOPBIX BBIMIOJHSIOTCS OTIEpaIUu.
DTO 03HayaeT, 4YTo (PAKTUUECKUH AOCTYII K (hailiam 1 KaTajgoraMm OonpeaesieTcs: IpaBaMu
daiinosoii cuctembl 1 ACL, HazHaueHHbIMU 11 cooTBeTcTBYHOIero UID u GID.

ITo yMon4anuto B O0abiMHCTBE peanu3anuii NFS ucrnons3yloTcst clieyromme
3HAYCHUS:

e Anonuid = 65534
e Anongid = 65534
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JlanHble 3HAYEHUS] COOTBETCTBYIOT CHCTEMHOMY IOJIb30BaTENO TUMNa nobody u
IPUMEHSIOTCS B CHEHApUAX AaHOHMMHOTO JOCTYNa WM OTCYTCTBHS COIOCTaBJICHHUS
YUETHBIX 3aIUCeH.

[Ipu ucnonb3oBaHun KIMEHTOB Windows OTCYTCTBHE KOPPEKTHOM HACTPOUKH
COIIOCTABJICHUSI TIOJIb30BATEIC MOXKET NPUBOJAUTH K OMIMOKaM JOCTyMa, BKIIOYas
HEBO3MOKHOCTh CO3JIaHUs WM W3MeHeHus (aityioB. OgHON W3 pacnpoCTpaHEHHBIX
OPUYUH  SIBISIETCA  OTCYTCTBHE WJIM  HEKOPPEKTHas HACTpOoWKa TMapaMeTpoB
AnonymousUid u AnonymousGid B peectpe Windows.

Jlis  ycTpaHeHUs JaHHOM mpoOIeMbl HEOOXOAUMO TMPOBEPUTH HAIUYHUE
CIIEYIOIINX TapaMETPOB:

”HKEY_LOCAL_MACHINE\Software\Microsoft\ClientForNFS\CurrentVersion\Default™

[Ipu oTCyTCTBMU TapaMeTpPOB HEOOXOIUMO JOOABUTH:

e AnonymousUid — unentudukarop mojb3oBareis (Hampumep, 65534);
e AnonymousGid — uaenTudukarop rpymmsl (Hanpumep, 65534).

[locne BHECEHMSI U3MEHEHUN TpeOyeTCsl MOBTOPHO BBINOJHUTH MOHTHPOBAHHE
NFS-pecypca, 4ToObI HOBBIE TAPAMETPHI BCTYIHIIN B CHITY.

KoppekTHass HacTpoiika JaHHBIX MapaMETPOB O00ECHEUYMBAET COTJIACOBAHHOCTD
IpaB IOCTyIa MEXIy KIMEHTOM M cepBepoM. [Ipu 3TOM HEOOXOaUMO YUUTHIBATh, YTO
IpY aHOHMMHOM TOJIKJIFOUEHUH BCE OTIEpPAIH BBITIONHSIIOTCS OT MMEHH TIOJIb30BATEIS,
3amanHoro uepe3 Anonuid u Anongid, mostomy cootBercTBytomeMy UID u GID nomxabl
OBITH MPEAOCTaBIIEHbI HEOOXOIMMBIE TIpaBa JAOCTyNa Ha YpoBHE (DAisIOBOI CUCTEMBI U
ACL.

Knonka ypanenuss wucnonszyercs mna uckmtoueHns NFS-skcnopra w3
KoHurypanuu cuctemsl. [locie ynmaneHus pecypc CTAaHOBHUTCS HEIOCTYMHBIM JJIs
KJIUEHTOB.

O6HoBneHue wuHpopManuu O cocTosHUM NFS-coennHeHuN BBITTOTHSACTCS
aBTOMATUYECKH, & TAK)KE€ MOXKET ObITh MHUIMUPOBAHO BPYYHYIO C HCIIOJIb30BAHHEM

KHOTIKM OOHOBJICHHSI, PACIIOJIOKEHHOM B BEpXHEW yacTu uHTepdeiica.
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48 SMB

Pasnen «SMB» mnpenHasHaueH s ynopaBiieHUs (ailloBBIMH pecypcamu,
IPENOCTABIIIEMBIMU 110 NPOTOKOIY SMB. J[aHHBIN pa3zien Mmo3BoJaseT aAMUHUCTPATOPY
co37laBaTh CETEBbIE PECypChl, HACTpaWBaTh IpaBa JOCTyNa K KaTajoraM (QailnoBoi
CUCTEMBI, YIPABJIATH YYETHBIMU 3AIMCSAMHU IOJb30BATEIEH U TPYIII, a TAKXKE 3a1aBaTh
OCHOBHBIE TTapaMeTpbl padoThl cepBuca SMB (cm. pucyHok 77).

B BepxHeit uactu wuHTepdeiica pacroyiaraioTcs 3JIEMEHTHl YIpPaBJICHHUS,
BKJIIOUAIOITHE KHOMKY «OOHOBUTDHY, MpeIHA3HAYCHHYIO AJI1 OOHOBJICHUS MH(POPMAIIH
O TEKYILEM COCTOSIHUM PECYPCOB, U KHOIKY «(Co31aTh pecypc», NpeAHa3HAYCHHYIO TS
CO3JIaHHsI HOBOT'O CETEBOro pecypca SMB.

B nieHTpasibHOM YacTu CTpaHUILIbl OTOOpakaeTcs TabauIa cyiecTByromux SMB-
pecypcoB. Jljig KaXXaoro pecypca yka3bIBaeTCsl €ro UMsl, IyTh K Kartajory (aiaoBoi
CUCTEMBI, COCTOSIHUE TOCTEBOIO PEKUMA, & TAKIKE JIEMEHTHI ynpasiieHHs. C TOMONIBIO
IIEPEKIII0YATENsl TOCTEBOI0 PEKUMA aJIMUHUCTPATOP MOXKET PAa3PEIIUTh WIH 3alIPETUTD
JOCTyll K pecypcy 0e3 o00s13aTenbHON ayTeHTU(UKAMM TOoJb30BaTesd. B KojoHke
yIpaBICHUS pacloiaraloTcs dJIEMEHTHI Ui nepexoaa k Hactpoiikam ACL goctyma k

pecypcy U yIaJIeHHs pecypca U3 CHCTEMBI.

SMB

£ DbnekTs
) (esmes inid ek @ ottt

Myts TOCTEROA pesim HacTpofkk ¥npassenne

fzfs/Poollfsmb1 & ] B

Pucynoxk 77 — Paznen SMB

Jlucm

Hsm.| Jlucm Ne ooxym. Ioon. Jlama

68

Konuposan Dopmam A4




Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

Jlji co3aaHNs HOBOT'O CETEBOT0 pecypca HE0OX0AUMMO HakaTh KHONKY «Co3/1aTh
pecypce», ToCe Yero OTKPBIBAETCSI OKHO CO3aHus pecypea (CM. pucyHokK 7/8). B nanHOM
OKHE aJMUHHUCTPATOp YKa3blBaeT Karajor (ailyloBO CHUCTEMBI, KOTOpPHIA Oyner
oInmyOJIMKOBaH 1o mpoTokoiy SMB, a Takke uMs ceteBoro pecypca. Kartanor BeiOupaercs
U3 JIOCTYNHBIX TyTel (pailyloBOM CHUCTEMBI, MOCJIE YEro BBOAHUTCS HMs pecypca, Moj
KOTOpBIM OH OyZieT 0TOOpakaThbCsl B CETH.

[locnme  3amosmHeHUsT  HEOOXOAMMBIX  MApaMeTpoOB  CO3JaHHE  pecypca
NOJTBEpXKIaeTCsl HaxkatueM KHonku «CozpaTe». B cilydae oTkaza OT BBINOJIHEHHUS
olepaly HUCHOJb3yeTcsl KHomka «OTMeHa», 3aKkphIBalollas OKHO 0e€3 COXpaHEHUs

U3MEHEHUMN.

Co3paHuve HOBOIO pecypca X

Pool0/Dataset

ma pecypca

Dataset

OTMeHa Cozpate

Pucynox 78 — Cozmanne SMB-pecypca

[Tocne co3manust pecypc aBTOMAaTHYECKU J100aBiseTcs B oOmuid cucok SMB-
PECYPCOB M CTAHOBUTCS JOCTYIHBIM JUIS JalbHENIIET0 aIMUHUCTpUpOoBaHus. 13 ciiicka
pPECYpPCOB aIMMHHUCTPATOP MOKET MEPEUTH K HACTPOMKE MapaMeTpoB JOCTYIA, a TAKKe
YIPABJISATH IPaBaMU MOJIb30BaTENEH U TPYyIII.

JUIss HAcTpOWMKM ©paB JOCTyNla K KaTaJoOry pecypca HCHOJb3YeTCs OKHO
yIpaBJICHUs] CIIHUCKaMU KOHTpoJs mgoctyma depe3 ACL (cMm. pucynok 79). JlanHbIH
MEXaHU3M MO3BOJISIET HA3HAYATh IPaBa Ha JOCTYI K PECYPCY OTIEIbHBIM ITOJIb30BATENSAM

WJIY TPYIIIaM I0JIb30BaTEIICH.
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B BepxHel yacTu OKHA aAMUHUCTPATOp BhIOMpaeT TUN CyObeKTa noctyma. B
KauecTBe CyObEeKTa MOXKET BBICTYIATh MOJIb30BATEIb UJIU IPyMIa noJjib3oBarenei. [locie
BbIOOpA TUIA CyOBEKTA U3 CIIUCKA BHIOMPAETCS KOHKPETHAS yUeTHas 3alKiCh WK IPYIIIa,
JUISL KOTOPOU HEOOXOAMMO 337aTh IpaBa JA0CTyMaA.

Jlanee HacTpauBaroTcs paspeuieHus gocrymna. Matepdeiic mo3BossieT HA3HAYUTD
CJIEIYIOLIUE TUIIBI MPAB:

UreHne — npenocTaBiIsieT BO3SMOKHOCTh IIPOCMATPUBATh COAEPKUMOE (haiiIoB U
KaTaJloTOB;

3anuch — MO3BOJISET CO3/1aBaTh HOBBIC (DAlIbI, @ TAK)KE U3MEHSTh WU yIAJSATh
CYILLECTBYIOIIUE;

BrinonHenne — paspeliaer BhIoJHEHKE (aiyIoB U MEPEXO0/1 M0 KaTaJoraM.

ITocne BbIOOpa TpeOyeMBIX MpaB JOCTYH COXPaHSETCS HaXaTUEeM KHOIKU
«Coxpanutb». JloOaBieHHbIE CYOBEKTHI OTOOpaKarOTCs B TaOJNMIE HUXKE, TJe
YKa3bIBAIOTCS UMsI CYOBEKTa, €ro TUIl U HA3HAYEHHBIN YpoBeHb joctyna. [ Kaxmon
3anucu ACL noCcTymHBI onepaiyy peAakTUPOBAHUS TapaMeTPOB AOCTYIIA WU YIaJICHUS

3aIllCH.

ACL - /zfs/Pool0/smb1 X

T cyBnekTa CyBnek Pexim aocTyna

MonesosaTens Brifepute cyfnext Hrenwe

Januce

BrinaaHeHwe

CyGrexr Tun docyn ¥npaeneHne

Pucynox 79 — Hactpoiika ACL pecypca

JInst yripaBlIeHHs] YYETHBIMU 3alHMCSIMU TOJIH30BATENICH W TPYIIT UCIOJIB3YETCs
BKiaaKa «Iloap30BaTenu u rpymmb», HHTEpdEc KOTopou npeacrabieH Ha pucynke 80.

JlauHBIN pa3nen mpeaHazHadyeH Uil CO3JJaHus MOJIb30BaTeNne, OpMHUPOBAHUS TPy U
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MOCJIETYIOIIETO UCIIOJIb30BAHUS ATUX O0BEKTOB MPU HaA3HAYEHUU paB Aoctyna kK SMB-
pecypcam.

HNurepdeiic pa3aena pasnenéH Ha 18e GyHKIIMOHAIBHBIE 001acTH. B eBoit yactu
pacmosaraeTcst TabiMila ojb30BaTenen. (s Kaxk10To Mmoabp30BaTesisi 0TOOpaxaeTcs ero
MM, KOJIMYECTBO TPYI, B KOTOPHIE OH BKIIIOYEH, & TAKXKE BJIEMEHTHI YIPaBICHUS
YYETHOM 3aMUChi0. AIMHUHHUCTPATOP MOXKET YIPABISATh HapameTpaMy IOJIb30BATEIs,
M3MEHSTh €r0 HACTPOUKH WM YJIAJISTh YYETHYIO 3aMUCh.

B mpaBoii wactu uHTepdeiica pacmnojaraercs Tabmuia rpynmn. oS kaxmoi
rpymnnbl oToOpaxkaercs €€ HWMs, KOJMYECTBO IMOJIb30BaTENei, BXOASIIUX B JaHHYIO
rpyniy, W DBJIEMEHThl ynpaBiieHudA. VCronb30BaHWE TIpynm MO3BOJSET YNPOCTUTH
yIIPaBJICHUE JOCTYIIOM, TaK KaK IIpaBa MOT'YT HA3HAYAThCsl Cpa3y rPymIle NOJIb30BaTEIIEH,

a HE KAKJIOM YYETHOM 3aIUCH OTIEIIBHO.

Monb3oBarenu v rpynnbl

49\ MonszopaTenn C ,9?‘ Tpynne

VA Tpymne| ¥npaenenwe HazeaHue MonszoBatean ¥npaaneuue

testuser 1 B2 @@  tesgroup 1 AR

Pucynok 80 — Ilonp3oBaTenu u rpymiibl

Jist noGaBieHUsT HOBOrO TOJB30BaTeNsl HUCMOIb3yeTcss KHomka «Co3aaTh
MOJIb30BATEINS», MOCIE HAXKATUSI KOTOPOU OTKPBIBAETCS OKHO CO3JaHMS MOJIb30BATEIA
(cMm. pucynok 81). B maHHOM OKHE HEOOXOIMMO yKa3aTh WM TOJIb30BATEIIs, a TAKKE
3a/1aTh NapoJib U €ro NOoATBepkKAecHNEe. MUHUMaIbHAS JJIMHA TTApOJIs COCTABIISIET BOCEMb

CHMBOJIOB.
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[locne 3amosiHeHHs BcexX 00s3aTEIbHBIX TOJIEH CO3JIaHUE TOJIb30BATEIS
noATBepxKAaeTC Haxatuem KHoOnku «Co3naTe». Ecnu onepanus He TpeOyeTcsi, OKHO

MOJKHO 3aKPBITh C IIOMOIIIBIO KHOIIKH «Otm™meHay.

Co3gaHue nonb3oBaTens X

Ima nonezoBatens

Naponab (MUHMManLHaA AnvHa 8) OBTOPUTE Napob

| )
=

Pucynok 81 — Co3nanue nmoib30BaTelis

Co3maHre HOBOM TPYIIBI BBIMOJHAETCS C UCIOJIb30BAHUEM KHOMNKK «Co31aTh
TPYIITY», PACIIONIOKEHHOW B pa3zelie yipasicHus rpynnamu. [locine Haxkatusa gaHHON
KHOITKH OTKPBIBACTCSI OKHO CO3JaHus TPyNIbl (cM. pucyHok 82). B dhopme HeoOxoaumo
yKa3aThb HAa3BAHWE HOBOM TPYMIIbI, MOCJIE YErO0 CO3/IAHUE IMOJATBEPKAACTCS HAXKATHEM
KHOIIKH «CO3/1aThy.

CozaaHHbIe TPYIIIBI MOTYT UCTIOB30BATHCS 1J1 O0BEAMHEHUSI TI0JIb30BATEICH U

MOCJEAYIONIET0 Ha3HAaYeHus MpaB goctyna kK SMB-pecypcam.

Co3gaHue rpynnbi X

HaseaHWA rpynno

OTMeHa Coznate

Pucynoxk 82 — Coznanue rpynimsl

B pasnene ynpaBineHHS TOJNB30BATEISIMU IPELYCMOTPEHBI JONOJHUTEIBHBIC
AJIEMEHTHI aIMUHUCTPUPOBAHUS YUETHBIX 3amuceil. MHTepdeiic maHHBIX 37IEeMEHTOB

MPEJICTABJIEH HA pPUCYHKE &3.
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B tabsnue nonp3oBaTenel JOCTYNHBI ClieAyomue GyHKIUN YIPABICHU:
® M3MEHEHUE NapoJIs T0JIb30BaTeNIs;
® HACTPOMKa NPHUHAJIEKHOCTH M0JIb30BATENSA K IPYyIIaM;
® BKJIIOUYCHME WIM OTKJIFOYEHNE YUETHOM 3aIMCH 0JIb30BATEIS;
® yIaJICHUE TT0JIb30BATEIIS U3 CUCTEMBI.
OTH (QYHKIUH TO3BOJISIIOT aIMUHHUCTPATOPy UEHTPATU30BAaHHO YIIPABIAThH

napamMeTpaMH YYETHBIX 3amucell U KOHTPOJMPOBaTh JOCTYN MoJib3oBaTesnet k SMB-

pecypcam.
Nmn [pynnbi Ynpaenenune
testuser 1 2 0]

PI/ICYHOK 83 — DiteMeHTHI YIIpaBJICHUA ITIOJIb30BATCIIAMU

[Ipu BBIOOpE (DYHKIMHM HACTPONMKH MPUHAIEKHOCTU IMOJIH30BATENS K IPYIIaM
OTKPBIBAETCSI OKHO YNPABIICHUS TPYNIaMH TOJIb30BATENs, IPEICTABICHHOE HA PUCYHKE
84.

B nannom unTepdeiice oToOpaxaroTcs ABE 00JaCTU: CIIUCOK BCEX JTOCTYIHBIX
TPyl U CIIMCOK I'PYIII, B KOTOPBIE BKJIIOYEH IOJB30BATENb. AJMUHUCTPATOP MOKET
100aBUTH TOJIb30BATENI B OJHY WJIM HECKOJBKO Tpynn JUOO yAaUTh €ro U3 paHee
Ha3HadeHHbIX Tpymm. [locie BBIMONHEHHS HEOOXOAMMBIX HW3MEHEHUM HaCTpPOMKU
COXPaHSIOTCS HaXaTheM KHONKH «COXpaHUTh», MO0 OTMEHSIOTCS HaXXaTUEM KHOIIKU

«OT™MeHa.
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Pa6oTta c rpynnamm nonb3oBatens testuser X

Bce rpynnbl

Pucynoxk 84 — YnpasiieHue rpyriaMu rnojib30BaTemns

[pynnbl nons3oeatens

testgroup ]

OTMeHa CoxpaHnTe

AHaJOTMYHBIA MEXaHU3M HCIIOJIB3YCTCA I YIPABJICHHUA COCTABOM TI'PYIIIIBIL.

HpI/I BI)I60pe COOTBCTCTBYIOIICTO 3JICMCHTA YIIPABJICHUSA B Ta6HI/IHG I'pyIIIl OTKPBIBACTCA

OKHO peJaKTUPOBAHUS COCTaBa I'PYyMIIbl, IPEICTABICHHOE HA PUCYHKE §5.

B JaHHOM OKHC 0T06pa>1<aeTcs1 CIHCOK BCEX IMOJb30BaTEICH CUCTEMbI U CIIHCOK

M0JI30BATENICH, BXOAAIIMX B BHIOPAHHYIO TPYyNIy. AJIMUHUCTPATOP MOXKET T00ABISATH

IIOJIB30BATENIE B TPYyNIy WM YyIAIATh HMX W3 He€. TakoW MOAXox ymHpoIIaeT

HNCHTPAJIM30BAHHOC VYIIPABJICHHUC IIpaBaMH AOOCTYII4, ITOCKOJIBKY IJOCTYII K pCCypCaM

MOYKET Ha3HA4YaThCsl TPYIIIE MOJIb30BATEIICH.

[Tocne 3aBepiieHMss U3MEHEHHSI COCTaBa IPYIIIBI HEOOXOAUMO HaXaTh KHOIKY

«CoxpaHuTh» i1 NMPUMEHEHUS HacTpoeK. JlJisi OTMEHbl M3MEHEHHM MCHOJIb3yeTCs

KHOMNKa «OTMeHa.

Hsm.
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YnpaeneHue nonb3oBatenamMmu rpynnsi testgroup X

Bce nonssoearenwm lNonbzoBatenn rpynnel

[testuser ]

OTMeHa COXpaHHTE

Pucynok 85 — Ynpasienue moyib30BaTeIsiMi TPYIIIIBI

Paznen wactpoiiku mnapamerpoB SMB (cMm. pucynok 86) mnpemoctaBisieT
aIMUHUCTPATOPY BO3MOXKHOCTBH 3a7aTh 0a30BbIe MapaMeTphl (PYHKITMOHUPOBAHUS
CEpBHUCa, BIUAIOIIME HA COBMECTUMOCTh C KIMEHTCKUMHU CHCTEMaMH, YpPOBEHb

0€30MacHOCTH U PEXKHUM JIOCTYTIA.

Mapamerpsl SMB
SPSAN

WORKGROUP

TocTenoi gocTyn Ge3 aBTopHIBUAK

Pucynox 86 — ITapamerpsr SMB
B ganHOM pasnene JOCTYNHBI TMapaMeTphbl, OMNPEACISIONIUE  CETEBOE

MIPEACTABIICHUE CEPBEPA U MOBEAEHUE MTPOTOKOIa SMB.
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[Tapametp NetBIOS wums 3ama€t ums cepBepa, IMOJ KOTOPHIM OH OyJeT
OoTOOpakaTbcsi B CeTeBOM OKpyxkeHuun Windows. JlaHHO€ wuWMs UCHOJB3yeTCS
KJIIMEHTCKUMH YCTPOMCTBAMU IIPU OOHAPYKEHUU CEpBEPA U MOAKIIOYECHUU K HEMY.

[TapameTp PabGouasi rpynma ompeaessieT JIOTUYECKYIO TPYIIy WU JOMEH, K
KOTOpOMY OTHOCHUTCS cepBep. [1o ymonuanuto ucnonbszyercsa 3Hauenne WORKGROUP.
Jlanublii mapameTp HEOoOXOIUM MJii KOPPEKTHOW WHTErpalvyd B JIOKaJbHBIE CETH
Windows 6e3 JoMeHHOM HHPPACTPYKTYPHI.

[Tapametp [Hoanepkka mudpoBaHus ONMpeAeNseT peKUM UCcoab30Banus SMB-
mupoBaHUS TPU B3aUMOJCHCTBUHM KJIMEHTa U cepBepa. JlocTymHbl criemyromme
PEKUMBI:

o off — mmdpoBanue otkiarodeHo. [lepemada MaHHBIX BBIMOJHSETCS Oe3
JIOTIOJTHUTENIBHONW ~ 3aluThl  cpenctBamu  SMB-mmdpoBanus. JlaHHBIA — pexuMm
HCIIOJIb3YETCSl B TOBEPEHHBIX WJIM M30JIMPOBAHHBIX CETSX, & TAKXKE B CiIydasxX, KOrjaa
TpeOyeTcs 00ecneunTh COBMECTUMOCTh CO CTapbIMU KIIMEHTCKUMHU cucteMamu. MoxkeT
npuMeHsATbes npu padore ¢ Windows 7 u 0osiee paHHUMHU BEPCHSIMH, a TakXKe B
CUEHApUSIX, TI€ NPUOPUTETOM SBIISIETCS COBMECTUMOCTD WJIM IPOU3BOIUTEIIBHOCTD;

e desired — mmdpoBaHHe HCHOIB3YETCS TOJBKO B TOM ClIydae, €CIId
KJIMEHTCKAasl CUCTeMa €ro mnojjepkuBaer. Ecim kinueHT He noaaepxkuBaeT SMB-
mudpoBaHue, COeMHEHUE BCE paBHO OyJeT ycTaHOBJIEHO Oe3 mmdpoBaHus. Takoit
peXUM  11eeco00pa3HO  HUCIOJIb30BaTh B CMEIIAHHBIX HMHPPACTPYyKTypax, TIie
OJIHOBPEMEHHO MPUCYTCTBYIOT COBPEMEHHbBIE M YCTapeBIIME KIMEHTCKUE CHCTEMBI.
MoeT UCTIONIb30BaThCs TPH HATMYUK KIMeHTOB Windows 7, 1t KOTOPBIX TpeOyeTrcs
COXPaHUTh BO3MOXHOCTh MOJKIIIOUEHHUS, a TakKe OoJiee HOBBIX Bepcuit Windows;

e required — wWcmosb30BaHUE MIMPPOBAHUS SABISCTCA 00A3aTCIIBHBIM.
CoenvHEeHUE YCTaHABIMBAETCS TOJIBKO C TEMHU KIMEHTAMH, KOTOPbIE MOAAECPKUBAIOT
SMB-mudposanue. Ecnu KIHEHT He MOICPKUBACT TaHHBIA MEXaHU3M, TOAKITIOUECHUE
Oyner OTKJIOHEHO. Takod pexuM pEeKOMEHAYEeTCS MPUMEHSATh B Cpelax C
MOBBIINICHHBIMUA TPEOOBAHUSAMHU K 3allUTe JAaHHBIX. [[pakTUYECKH OpPHEHTHpPOBAH Ha

ucnosibzoBanue ¢ kaueHtamu Windows 10 u 60see HOBBIX BEPCHIl.
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Br16op pexuma mudpoBanus 3aBUCUT OT TpeOOBaHUM K 0€30M1aCHOCTHU U COCTaBa
KJIUEHTCKUX OINEpaloHHBIX cucteM. Eciaum B uHQPACTPYKType HCHOIB3YIOTCS
ycTapeBIlre padoune CTaHIMU, B ToM uuciae Windows 7, pekoMeHIyeTcsl TPUMEHSTh
pexxumbl off mnu desired. Ecniu moakiitoueHue JOMKHBI BHIIOTHATH TOJIBKO COBPEMEHHBIE
KIUEHTCKUE cucteMbl, HanpuMep Windows 10 u Bbllie, peKOMEHAYETCsI UCIIOIb30BATh
pexum required.

[TapameTrp «MHHMMaIbHO  NOANEPKUBAEMBIA  IMPOTOKOJD»  OINPENENSAET
MUHUMAJIbHYIO Bepculo nmpoTokosia SMB, ¢ koTopoii cepBep NpUHUMAET COSUHEHUS OT
KJIMEHTOB. J[OCTYIHBI CIEAYIOIINE BAPUAHTHI:

e NT1 (SMB1) — ycrapeBiias Bepcus npotokoia SMB. O6nanaeT HU3KUM
YPOBHEM 0€30I1aCHOCTU U HE PEKOMEHAYETCS K UCIOIb30BaHUI0. MOXET MPUMEHATHCS
TOJIBKO I 00€CTIEYEHUS] COBMECTUMOCTH CO CTapbIMH OINEPALIMOHHBIMU CUCTEMAMH U
000py10BaHUEM;

e SMB2 — O0onee coBpeMeHHas BepcHsl IMPOTOKOJA, OOECIIeYUBAOIIAS
YIyULUIEHHYIO [POU3BOJUTEIBHOCTh M 0€30MacHOCTh MO cpaBHeHHIO ¢ SMBI.
Ucnonb3yercst B OOJIBIIMHCTBE COBPEMEHHBIX CUCTEM;

e SMB3 — aktyanpHas Bepcus IPOTOKOJIa, OIIEP>KUBAIOIIAS PACIIMPEHHbBIE
BO3MOXKHOCTH, BKJIOYas MHUpOBaHUE, YIYUIICHHYIO OOpaboTKy OmHOOK U OoJiee
2 pexkTuBHYI0 paboTy ¢ ceThio. PekoMeHayeTC s 11 UCTIOb30BAHUSI B COBPEMEHHBIX
UHGPACTPYKTypax.

Bribop MuUHMMAaIRHOW BEpCHM MPOTOKOJA HAMPSMYIO BIMSAET Ha YpPOBEHBb
0e3omacHOCTH cucTeMbl. PekoMmenayercs ncnoib3oBath SMB2 uinun SMB3, otkmrouas
noaaepxkky SMB1, ecnu 310 He TpeOyeTcst 111 COBMECTUMOCTH.

JlonmoJIHUTENBHO B pazlenie mpejacTaBieH mnapamerp [octeBoi goctym 6e3
aBTOpPHU3alLlMU, KOTOPBIN TMO3BOJSET pa3pelnTs nojkiatodeHne k SMB-pecypcam 06e3
ayTeHTHU(UKAKY Tob3oBarens. [Ipy BKIOUeHUN JaHHOTO MapamMeTpa KIMEHTHI MOTYT
MoJIy4aTh JIOCTyl K pecypcaM ©Oe3 BBOJa YYETHBIX JIaHHBIX. PeKoMeHmyeTcs
ucnonb3oBath Ha Windows 7.

Hcnonbs3oBaHne rocTeBOro A0CTyNa PEKOMEHIYETCS TOJBKO B CIHEAYIOLIUX

CILICHApUSIX:
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® TIpeAO0CTaBIICHHUE OOIIEro OCTYIA K HE KPUTUYHBIM JTaHHBIM;
® TECTOBBIE WJIM JEMOHCTPALIMOHHBIE CPEIBI;
® M30JMpOBaHHBIC ceTH Oe3 TpeOOBaHUI K ayTeHTU(DHUKAIIUY.

B npou3BoACTBEHHBIX cpefiax ¢ KOH(PHUICHIIMATbHBIMU JAHHBIMU PEKOMEHTY€ETCSI
OTKJIIOYAaTh TOCTEBOM JOCTYH M  HCIOJb30BaTh MEXAaHU3M ayTEHTHU(UKALNU
MoJIb30BaTelNiel ¢ HazHaueHuem npas yepe3 ACL.

[Tocne u3meHeHUs mapameTpoB KOHGUTypalud HEOOXOJIUMO HaXXKaTh KHOIKY
«CoxpaHuTh» i MPUMEHEHUS HACTpPOeK. M3MeHeHus] BCTyNaroT B CUJIY IJII HOBBIX

MMOJKJTFOUEHUN KJIIMEHTOB.
49 Pemaukanuu

Paspnen «Pemmmkanuu u CHUMKW» IIpEAHA3HAYEH JUIsl YIPABICHUS Y3JIAMH
peIUIMKalMY, 33/laHUsMU pEIUIMKAIMM JIaHHBIX U CHUMKamH (paiIOBBIX CHCTEM (CM.
pucyHok 87). B BepxHeil yactu umHTepdeiica TOCTYMHBI BKJIAIKHA TMEPEXo]a MEXITY

moapasaciiaMu, a TaAaKKC KHOIIKa OOHOBJICHHS 0T06pa>1<aeMoﬁ I/IH(l)OpMaIJ;I/II/I.

Pennvkauyuu u CHUMKMK

Yarml pENAARaLrN PennqsaLiam

HazeanMe Wagn ¥EanuTe
H123 1014454399 g
TryTo?7 10144.54.77 w

TryTog? 10144.54.97 o

Pucynox 87 — Paznen «Permnmukarum v CHUMKI

Bo Bknaake «Y37bl perimkaluu» OTOOpa)KaeTcsl CMHUCOK YIAlIEHHBIX Y3IIOB,

UCTIONIb3YEMBIX JJIsl BHITIOJHEHUS PEITUKAIIMU JaHHBIX (CM. pucyHOK 88). s kaxaoro
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Iloon. u oama

y3Ja YKa3bIBarOTCA €ro HAaWMCHOBAHHC, aJpccC, HCHOHBBYCMBIﬁ CETEBOU ImopT "

AOCTYIIHBIC I[CﬁCTBHH YHpaBJICHUS.

Haasare Yaen MNopt YOanuTs
Hi98 10,144 54199 22 1w
TryTer? 10144.64.77 22 (0}

TryToa? 10,144 54 87 22 1w

Pucynoxk 88 — Crincoxk y3710B peruTuKaiu

Jlns noOaByieHUST HOBOTO Yy3Jla PEIUIMKAIlMM HEO0OXOJWMO HaXKaTh KHOIKY

((CO3I[3TB MMOAKIIIOYCHUC), ITOCJIC YCTO OTKPBIBACTCA OKHO CO3/IaHHA XOCTa (CM. PUCYHOK

89). B naHHOM OKHE yKa3bIBalOTCsI HAMMEHOBAHUE y3Jia, aJIpec XOCTa, CETEBOM MOPT, a

TAaKXKC y‘{éTHBIC AaHHBIC IJI IMOAKIHOYCHHA, YKA3bIBACT JaHHBIC «root» moab30BaTEIs.

[locne 3anmonaHeHUs mapaMCcTpoOB CO3OAaHHC Yy3Jia IMOATBCPIKAACTCA HAXATHUCM KHOIIKH

«Co31aTh.
3
S
%
3 Co3pgaHue xocTa X
N [
HazeaHue
2 |
§
=
: i
§ OCT 22
Q
Noru
I
g
< Mapons [N
£
=
CoznaTte OTMeHa
E
=
= Jlucm
g
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Pucynoxk 89 — OkHO co3gaHus y3i1a peruinKaluum

VYianenve y3ia perIMKalMK BBITIOJHSIETCS C MOMOIIBI0 COOTBETCTBYIOIIEH
KHOTIKM yIIPaBJICHUS B CIIMCKE Y3JIOB.

Bo Bxnaake «Pemmmkamumy 0ToOpa)kaeTcst CIIMCOK 3a/ITaHUN PETTMKAINN TaHHBIX
(cm. pucynok 90). Jlns kakaoro 3amaHus yKa3bIBAIOTCS WMCXOIHBIN OOBEKT, IEIEBOMN
O0OBEKT, UCIIOJIB3YEMBIN y3€Jl PEIUIMKAIIMN, HHTEPBAJ BBITIOJIHEHUS, BpeMs TOCJIECIHETO

3aI1yCKa U COCTOAHHC rocJjieqHen PEIIMKaIUM.

PennuKaumm v CHUMKH

Yarm pennukaLim Panmukadm Commrm

Bpema aHere C m
JanyeKa PENNMKALA

Haspanne Hexomuuii obbe Uenesol obwext Xoet Heutepean (cew.) - BrceHo Yaanute

2009 test_gen2/test200g  llya_work_noftest200g 192168112 80 17:15 10,02.2026 & Lo

Pucynox 90 — Crincok 3aanuii perinKanuu

JIist co3gaHusi HOBOTO 3aJlaHUs PEIUTUKAIMM HEOOXOJUMO HaXaTh KHOIIKY
«Co31ath pacrucaHue, MOCJIEe Yero OTKPBHIBAETCS OKHO CO3JaHUs PEIUIMKALMHU (CM.

pucyHok 91). B nanHOM OKHE yKa3bIBaeTCs HAaMMEHOBaHUE 3aJaHus, UCXOIHBIN dataset,

S
g
S ~ s
S y3eJl peruiiKaiuy 1 reneBoit dataset. Takyke 1ocTynHa HaCTPOiika MTHOBEHHOTO 3aITyCKa
N
6~
S " 3aJlaHUC MHTCPBAJia BBIIIOJHCHHUA B CCKYH/IAX.
& Co3gaHue pennuKauum X
s |
2 Haseanue
g |
N UcxopHeiA dataset
BoibepuTe McxogHslin dataset
% !
g Yaen
N
3 BoibepuTe y3en
Q
BulbepuTte LeneBoid dataset
IS " LY
§ MrHoseHHbi 3anyck: ()
= ViHTepean B CekvHOax
§_ WUHTepean B cekyHa
= 300
,S\- k F |
2
= Jlucm
g
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Pucynok 91 — OkHO co31aHus 3a1aHus PEIUTUKAILIIT

VYrpaBieHUE 33JaHUAMH PEIUIMKALMKA BKJIOYAET BO3MOKHOCTH BKJIIOUCHUS U
OTKJIOUEHHMS PACIIUCAHUs, PEJAKTUPOBAHUS [1ApaMETPOB U YAAJICHUS 3aJaHus.

Bo Bknaake «CHUMKH» OTOOpa)aeTcsi CIIMCOK CO3/IaHHBIX CHUMKOB (PaillIoBBIX
cucteMm (cM. pucyHok 92). JIns KaxJoro CHUMKa YKa3bIBalOTCA €0 MMsI, UCXOTHBIN

06’I>€KT, 00BEM 3aHUMAEMOTO MMpOCTPAaHCTBA, MCTKH U AaTa CO3MaHUAI.

Pennukauum v CHUMKH

Yansl pennvkaumn Pennukaumm CHuMKm

CocToRHWe nocnegHe

WUms WcxopHbiii 06bexT Wcnonb3oBaHo mecTa Metku Jlata cospaHus
penn1kauum

fevictena

snap_20260210_171531 test_gen2/test200g 100.00GB m 17:1510.02.2026 He aanyuieHa

<« W

snap_20260210_171634 test_gen2/test200g 100.00GB m 17:16 10.02.2026 He sanyweHa

<« W

Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

Pucynoxk 92 — Criucok cHUMKOB (haliIOBBIX CUCTEM

B nmanHOM pazjene OCTYNHBI ONEpalMd YNPABJICHUS CHUMKAaMHM, BKJIOYast
CO3/laHHE€ HOBOI'O CHHMKA, 3aIllyCK peIUIMKAIlMd Ha OCHOBE BBHIOPAHHOIO CHHMKA,
HaBUTAIMIO MEX/Yy CBSI3aHHBIMU CHUMKAMU U yJaJ€HUE CHUMKA.

[Tpr HEOOXOAMMOCTH CHUMOK MOKHO 3a()UKCHPOBATH C IIOMOIIBIO METKH. MeTka
3aIpeIiacT BBIMOJHEHUE OIepalni, N3MEHSIONUX JTaHHBIM CHUMOK. J[11g moOaBieHus
METKH HEOO0XOJIMMO HakaTh Ha (uiakok B crosdie “Merku”, yka3aTb UMS METKU U
COXpaHUTh U3MeHeHHe. [Iprn He0OXOIUMOCTH METKY MOXKHO YIalIUTh.

JI71s1 co31aHrsi HOBOTO CHUMKa HEOOXOAMMO HaXkaTh KHOMKY «C03/1aTh CHUMOKY,
MIOCJIC Y€TO OTKPBIBACTCS OKHO CO3/IaHMsI CHUMKa (cM. pucyHOK 93). B oxHe yka3biBaeTcs
UMs CHUMKa W BbiOuMpaercs dataset, st koToporo OyaeT co3man cHUMOK. Co3gaHue

MOATBCPKAACTCA HAKATUECM KHOIIKA <<CO3I[3,TB».
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Co3paHue CHAMKa X

HaseaHwe cHUMKA

BuibepuTe dataset

Cozgate OTMeHa

Pucynox 93 — OkHO co31aHusi CHUMKA

4.10 Hactpoiiku ceTH

Pasnen  «CereBble  HacTpOWKW»  IpeAHa3HAyeH Ui [POCMOTpa W
KOH(UTypUpOBaHUS CETEBBIX MHTEPPEHCOB cUCTEMBI (CM. pucyHOK 94). B nmanHom
paszene oToOpakaeTcsi TaldlIMIAa CETEBBIX YCTPOMCTB C yKa3aHHEM HUX MApaMETPOB U

TCKYIICIO COCTOSAHMA.

CeTeBbie HaCTPONKKN & oowmens e ]

Yorpo#icreo Tun ) Cropocms (Mbjs) CocToRHwe CraTyc aHES ¥npasaeHne
A testond123  bond - - = @& e
YerpoRcTea Tun Mangns : Cropocm (Mis) CocraaHme Craryc maHsa ¥npasrerue

physical MT27710 Family 0 C

eaelftap) [Connecti-4 Lx]

A ushi) physical RMNDIS_Ethernet Gadget - o (1] od EAR T

§ YrrpodcTea Tun Agpec Cropocys (Mbs) Cocroanse CrarTyc nuwpga VipasreHise
3
g testtest wian - 1131 0 . > el o)
% s physical RTL8111/8168/8411 PCI Express Gigabit Ethernet Cantrolier (TP-Link @ 1000 — -~ & 6 &=
g T(3-3468 w40 Gigabit PO Express Network Adapter)
YCTpoicTEG Tun Monsne Aapec CropocTs (Mb/s) Cocroanue CTaTyC MUHEE ¥npasagHue
Tectdan vlan = G 1000 . * (el
+ ensifongd physical MT27710 Family [Connect)-4 L] 10.5,0.52 - - # @
\gﬁ physical Ethemet Controller X550
%\ physical Ethemet Controller X350 . & m
%
£
X
%
)
S Pucynok 94 — Pa3znen «CeTeBble HACTPONKI
§
B TaGnuie npuBeneHbl cBeAcHUs o0 MMEHHM uHTepdeica, ero THUIeE, MOICIH
- yCcTpoicTBa, Ha3HaueHHOM [P-aapece, ckopoctu coequHenusi, 3Hadenun MTU, oOmiem
3
E COCTOSIHUM MHTep(derica u cTaryce PU3HIECKOTO COCIMHCHUSI.
&
3
S
= I/IHTepfbeI/IC peaJII/IByeT Hpe,Z[CTaBJIeHI/Ie CCTEBbBIX YCTPOI/ICTB B BHUJC
HepapXUUEeCKON CTPYKTYpbl (JepeBa 3aBUCUMOCTEH). Bio)XeHHBIE 3JIE€MEHTHI
S
S
= Jlucm
£
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

0TOOpakaroTCsl B BUJIE PACKPBIBAIOLIUXCS CIIUCKOB, YTO MO3BOJISIET BU3YAJIBHO OTCIEAUTD
B3aMMOCBSI3M MEeX 1y nHTepdeiicamu. Hanpumep:

¢usznyeckue HHTEpPPEHCHl MOrYT BXOAWTb B COCTAaB arperupoBaHHBIX
unTepdeticon (bond);

Ha (pusmueckux uHTepdeiicax umum bond MOryT OBITH CO3/aHBI BUPTYaJIbHBIC
unrtepdeiicel (VLAN);

uHTEep(eich MOTYT OBITh BKIIIOYEHBI B MOCTHI (bridge).

Taxoe npeacraBieHue NO3BOJISAET AAMUHUCTPATOPY KOHTPOIUPOBATH CTPYKTYPY
CeTH U TOHUMATh 3aBUCUMOCTH MEXIy 00beKTaMu KOHPUTYPALIHH.

Jnsa  kaxgoro wuHTepdeiica OCTYNHBI OINEpaluy YIpaBICHUS, BKIIOYAs
pEIaKTUPOBAaHUE T[ApaMETPOB, YAAJICHHE KOHQUIYypallMM, a TaKXKe YIpaBlICHUE
3aBHCHMBIMH 3JIEMEHTAMH.

i 1oGaBieHUsT HOBOW CETeBOM KOH(UTypaluy HEOOXOAUMO HaXaTh KHOIKY
«/lo0aBUTHY», OCJIE YETO OTKPBIBAETCS OKHO J0OABICHUSI KOHPUTYpalUU (CM. PUCYHOK

95).

Jo6aBnenue ceTeBoid KoHpWrypauum X

Static
network
Devices

Select device

1111 /24

JlononHUTEASHRIE HACTPORKWN

forward
no

Domain

Additional DN5
Pucynox 95 — OxHo no6aBneHus ceTeBOI KOH(GUTypauu

B okHe 3aaroTcs cienyrolme napamMmeTphi:
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Iloon. u oama

Une. Ne 0yon.

“

B3zam. uns.

Tloon. u oama

Une. Ne noon.

e Tun koHpurypanuu (DHCP unu Static);
® THUII co3/1aBaeMoro oowrekTa (network, vlan, bond, bridge);
® CETEBOEC YCTPOMCTBO (MM HAOOp YCTPOMCTB);
e IP-ampec u Macka nojaceTy;
® [IUII03 IO YMOJIYAHUIO;
e 3HAaUEHUE metric.
B pasnene n0NONMHUTENbHBIX HACTPOEK 3a1at0TCS:
e napametp [P forward;
® JOMEHHOE UM,
e ocHoBHOM DNS-cepsep;
e nonoJiHuTENbHBIN DNS-cepBep;
e 3Hauenue MTU.

[Ipu BBIOOpe THMa network cozmaércs koHUTypalus ceTeBoro uHrepdeiica ¢
3agaHueM napameTpoB [P-anpecanyn u cETEBBIX MapaMeTPOB.

[Ipu BBIOOpe THma vlan co3naércs BupTyanbHbii uHTepdeiic VLAN.
VYka3pIBaroTCa UMs BUPTyajdbHOTO uHTEpdeiica, uaeHtupukarop VLAN (ID), npoTtokon
U POJIUTEIIbCKUM UHTEpPEHC.

[TonnepxuBaroTcs cnenyronme npotokonsl VLAN:

¢ 802.1Q — crannmapTHbIif mpoTokoa TerupoBanus VLAN;
¢ 802.1ad (Q-in-Q) — pacIIUPEHHBI MPOTOKOJ,  MO3BOJISIOIINI
uHKancynauposath oiuH VLAN B npyroii.

Nnentuduxatrop VLAN 3anaércs B nuanazone ot 1 g0 4094. 3nauenus 0 u 4095
3ape3epBUPOBAaHbl M HE HUCHONb3yloTcs. Ha omHoM poautenbckoMm uHTepderice He
nomyckaeTcsi co3aanue HeckobkuX VLAN ¢ ouHaKOBBIM UACHTU(HUKATOPOM.

VLAN oOecrnieunBaeT JIOTHYECKOE pa3JIeJIeHUE CETH M HCIOJb3YyeTCs ISl
30K Tpaduka B Mpefenax OJHOTO (PU3MYECKOrO0 WM arperupoBaHHOTO
uHTepdeiica.

IIpu BbIOOpe THma bond co3ma€rcs  arperupoBaHHBINM  UHTEpQEiic,

OOBEUHSIOMNNA HECKOJIBKO (U3MUECKUX HHTEP(PEHCOB B OJMH JOTUYCCKUN KaHAI.
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

VYka3zpiBatoTcst UMsi UHTEpdeiica, CIUCOK BXOIAIIUX B HETO YCTPONCTB M MapameTpbl
padoTHL.

[Tapamerp Mode omnpezensieT anropuT™ arperaiui KaHajaoB:

e balance-rr — mocnenoBatenbHas nepeaaya MakeToB Yepe3 Bee HHTEPhEHCHI;

e active-backup — wcnonp30BaHMEe OJHOIO aAKTUBHOIO HHTEpdeiica ¢
pe3epBUPOBAHUEM;

¢ 802.3ad — nuHaMHUecKkas arperamus KaHaJioB ¢ ucroib3oBanneM LACP;

e balance-xor — pacnpezenenue Tpaduka Ha OCHOBE XIIIMPOBAHUS;

e balance-tlb — GanancupoBka ucxossiiero Tpaduka;

e balance-alb — GanancupoBKa BXOIAIIETO M UCXOIAIIETO TpaHKa.

[Tapamerp MIIMonitorSec 3ama€T WHTEpBal MPOBEPKU COCTOSHUS KaHaa |
UCIIOJIb3YyEeTCs 111 OOHApYKEHMsI OTKa3a uHTepderica.

[TapameTtpsr UpDelaySec u DownDelaySec 3amaioT 3aiep>KKu H3MEHEHHS
cocTosiHus uHTepderica Mpu BOCCTAHOBJICHUH WUJTH TIOTEPE COCIUHEHUS.

[Tapamerp LACP npumensiercs B pexxume 802.3ad u onpenenser 4acToty oOMeHa
CJIyKCOHBIMU MTaKETaMHU.

[Tapamerp Transmit Hash Policy (xmit hash policy) ompenenser anropurm
pacnpezenenus Tpaduka MexIy uHTepdericamu.

Ucnons3zoBanne bond obecneynBaeT TMOBBIIIEHUE OTKAa30yCTOMYUBOCTU H
pacrpeneneHue CeTeBo Harpy3KHu.

[Tpu BbIOOpE THMa bridge co3naércst ceTeBoi MOCT, 00bETUHSIONTNI HHTEPhEHCHI
B €JIMHBINA JIOTHYCCKHI CETMEHT. YKa3bIBaIOTCS MMS MOCTAa, COCTaB HMHTEP(DEHCOB H
napameTpbl [P-anpecanuu. Bridge ¢yHKUMOHUpPYET Ha KaHaJIbHOM YpPOBHE U
oOecrieuynBaeT Mpo3pavyHoe o0beAMHEHUE HHTEP(PEICOB B OJTHY CETh.

JIns W3MEeHEeHHs TMapaMeTpoB CYIIECTBYIONIETO CETEeBOro HHTepdeiica
UCITOJIB3yeTCsl (PYHKIUS pelaKTHPOBAHUS, JOCTYITHAs B TaOJUIIE CETEBBIX YCTPOMCTB.
[Tpu BBIOOpE MaHHOM OTEpalK OTKPHIBAETCS OKHO OOHOBJICHUS CETEBBIX HACTPOEK (CM.
pUCYHOK 96), B KOTOPOM aIMHHHCTPATOP U3MEHSET THI KOH(PUTYpaIuu, mapamerpsl [P-

aJpcCaliv U JOIIOJIHUTCIIBHBIC ITaPpaMCTPhI.
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

[ o6aBneHue ceTeBol KoHdUrypauum

Static

Devices
ens2
tual Name

Testvlan

1.1.11 /24

[onoAHUTENbHBIE HACTPOMKK

P forward

OTMEHA — Ha)kKaTHeM KHOIIKM «OTMEHay.

X

Pucynok 96 — OkHO OOHOBJIEHUS CETEBBIX HACTPOEK

HpI/IMGHeHI/Ie W3MEHCHHUIN BBIMNOJIHICTCS Ha)XaTHUEM KHOIIKHU «COXpaHI/ITI)»,

[Tocne BHeceHHUS W3MEHEHHM JII TPUMEHEHUS KOHQPUTYpalyd HEO0OXOIHUMO

HaxaTh KHOMKY «llepe3arpy3uth cereBbie chnykOb». Ormepaius BbBIIONHIETCS 0€3

nepe3arpy3Ku CUCTEMbI U 00€CTIEUHBAET BCTYIJIEHUE U3MEHEHUI B CUITY.

4.11 Hacrpoiiku

Paznen «Hactpoiikuy npeaHaszHadeH ajisi KOHQUTypUpOBaHUS 00IIECUCTEMHBIX

napaMeTpoB, a TaKKe IMapaMeTPOB YBEIOMJICHUA W CHUHXPOHHU3AIMKM BpPEMEHH (CM.

pucynok 97). B BepxHeii yactu uHTepdeiica pacmonokKeHbl BKIAIKHA IMEPEX01a MEKIY

noapasaenamu: «Crucremay, «SMTPy, «Telegram» u «O cucremey.

Hzm.
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

Hactpoitku

@ cnoew

@ Hacrpo#ikm asuixka @ Hacrpo#xu asropusaumm

Cuena napans

Pycorait

Europe/Moscow

@ Hamenenne hostname

Pucynox 97 — Paznen «Hactpoitku»

Bo Bknmaake «Cucremay» BBINOJHAETCS HACTPOMKA OCHOBHBIX HapamMeETPOB
II0JIb30BATENbCKOM cpenibl (cM. pucyHOk 98). B naHHOM paznene afiMUHUCTPATOP MOXKET

BI)I6paTB SA3BIK HHTep(beﬁca CUCTCMBI 1 HACTPOUTD YacCOBOM ITOSIC.

Hacrpoiikn

@ HacTpolikn aBTopHIaumum
Cmena naponn
Pycouiai Teryumi nanan

Europe/Moscow

NTP :: Mamenenue hostname

Pacl +

pool 19216811 [0}

Pucynok 98 — Bknaaka «Cuctemay

B paznene «Hactpoiiku aBTOpu3anuu» JIOCTyNmHA (YHKIIUS CMEHBI TapoJis

IIOJIB30BAaTCJIA. I[J'I?I HU3MCHCHU I1apOJIA HGO6XOI[I/IMO YKa3aTb TGKYHII/II;'I ImapoJjb, 3a1aTb
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Tloon. u oama

Hns. Ne 0yon.

o

B3zam. uns.

Tloon. u oama

Hne. Ne noo.

HOBBIM NApoJib U MOATBEPAUTH €ro MOBTOPHBIM BBOJIOM, IOCIIE YEr0 HAXKATh KHOIIKY
«3mMeHuTh». MuHuMabHas JJIMHA TapoJisi COCTABISET 8 CUMBOJIOB.

B pasnene «M3menenue hostname» BBINOTHSETCS HACTpOWKa HMMEHH XOCTa
CUCTEMBI. YKa3aHHOE UM UCIIOJB3YETCS ISl UACHTU(UKALIUYA CUCTEMBI B CETH.

B pa3zgaene «NTP» BbIIoIHSIETCSI HACTPOMKA CEPBEPOB CUHXPOHU3ALNN BPEMEHH
(cm. pucyHok 99). AnmunuctpaTtop moxeT n1o6aButh NTP-cepBep, ykaszaB ero ajnpec, a
TaKKe yIOaduTh paHee mo0OaBiieHHbIe cepBephl. Hactpoiika NTP oGecneunBaet

CHUHXPOHMU3AIIUIO CUCTEMHOI'O BPEMCHU C BHCINIHUMHA UCTOYHHUKAMM.

' Pool OobaewTs cepeep
pool pool.ntp.org o)

Pucynok 99 — Hactpoiika «NTP»

CuHXpOHU3aLUsl BPEMEHHU HCIIOJIb3YETCS NIl KOPPEKTHOM paboThl JKypHAJOB
COOBITUH, PETJTUKALIMA U CUCTEMHBIX CEPBHCOB.

Bo Bkmagke «SMTP» HacTtpamBatoTcs mapaMeTpbl OTIPABKH IMOYTOBBIX
yBegomiiennii (cM. pucyHok 100). B mannom paznene ykasbiBatorcs aapec SMTP-

cepBepa, CETeBOH MOPT, apec OTIPABUTEIIS U MTAPOIh IS 8y TEHTHU(PUKAIIHH.
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

Hacrpoiiku
@ CurcTema

SMTP (Monyuareneii: 0)

ns(@

Pucynok 100 — Bkianka «SMTP»

Takxe mnpeaycMoTpeHa BO3MOXHOCTH JOOABJICHHUS OJTHOTO WM HECKOJIbKHUX
aJApecoB DJIGKTPOHHON TIOUYTHI TMOJy4yaTened yBemomieHuil. [locme w3MeHEHUS
napamMeTpoB HACTPOUKU COXPaHSIOTCS HakatrueMm KHONku «CoxpaHutby. st ynaneHus
ajipeca 3JIeKTPOHHOM MOYThI, HEOOXOAMMO Ha)KaTh Ha UKOHKY «Kop3uHay.

Bo Bkianke «Telegramy BeImosHAETCS HACTPOHKA YBEJOMIICHHI Yepe3 CEPBHC
Telegram (cM. pucynok 101). JIns HacTpoiiku HeoOXoAMMO yKa3aTh TOokeH Telegram-

0ota u uaeHtupukarop kanaia uiu Chat ID nosydarens yBeAOMIICHUN.

Hacrpoiiku

ﬁl CrcTema

Telegram (Monyuateneii: 0)

Pucynok 101 — Brmagka «Telegramy

ITocne noGaBieHus MapamMeTPOB KOH(GUTYPAIUS COXPAHSIETCS C UCIIOJIb30BaHUEM
COOTBETCTBYIOIICH KHOIMKH. YBEIOMJICHUS HCIOJB3YIOTCSA Il MH(DOPMUPOBAHUS O
CUCTEMHBIX COOBbITHSIX W omuOkax. Jna ynanenus Chat ID, HeoOxomuMo HakaTh Ha

MKOHKY «Kop3uHay.
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

Bo Bkuaake «O cucreme» otToOpaxkaeTrcss copaBouHas HHGOpMaLKsS O
IporpaMMHO-aInapaTHoil KoHdurypamuu cucrteMsl (cMm. pucyHok 102). B nmanHoM
paszene BBIBOJSATCA CBEJEHUS O BEPCUU IMPOTPaMMHOro oOecrieueHusi, Bepcuu ZFS,
ONEPAlMOHHOMN CUCTEME, UIMEHU XOCTA, CEPUITHOM HOMEPE YCTPOMCTBA U BEPCHUU SJIPa.

JIOTIOJIHUTENBHO B paszeie oToOpaxaercs HHQPOpPMAIMS O JIHMIIEH3UPOBAHUH
CUCTEMBI, BKJIIOYAsi CBEJIEHUS 00 OpraHu3alluu, ajgpece dJEKTPOHHOM MOYTHI, CPOKAX
JEHCTBUS JIMLIEH3UN U HOMepe uiieH3un. [lonpoOHoe onucanne mapamMeTpoB JIUIICH3UH

N YIIPABJICHUA JIMICH3UPOBAHUCM IIPUBCACHO B COOTBCTCTBYIOIICM pPa3aciic IOKYMCHTA.

Bepoua: 40,0+ san-single OpraHpIaums: SpaceSAN

Bepoua ZFS: 24141 Email: info@spacesan.ru

MECTABULHE CACTEMBL Supermicro AaTa cosnaHna: O7.04.2026

oc; SpaceD5 1.0.124 fama oKOHUAHKA: 30.06.2027

MR xocTa SpaceSAN Houep AMuesaun: SpaceSAN-1YE2MIID-070426-001
CepuiHail Homep! 0123456789

Bepoua sopa 8.12.57-5pace05.x06_64

Pucynok 102 — Briranka «O cucreme»

B nganHom pazgene goctynHa  (yHKUMS ~ OOHOBJIEHUS  IPOTrPAMMHOIO
obOecrniedyeHus: cuctemsbl. JlJis BBIOJHEHUS OOHOBJIEHHUS HEOOXOJMMO HaXXaTh KHOIIKY
«O6HOBUTH Bepcuto [10», mocie 4ero oTKpbITh OKHO 3arpy3Ku apxuBa OOHOBJIeHMs. B
OTKpBIBILIEMCS OKHE TpeOyeTcsi BblOpaTh (aill apxuBa Ha JIOKAJbHOM YCTPOWCTBE
aJIMUHHUCTPATOPA U MOATBEPAUTH €TI0 3arpy3Ky.

[Tocne 3aBepiieHUs 3arpy3Kd CUCTEMa aBTOMATHUECKH BBIMIOIHSIET MPOBEPKY
daiina apxuBa ¢ 0TOOpaX€HUEM CTaTyca MPOBEPKU W MH(POPMAIIUK O TEKYIIEH BEPCHH

nporpaMmMHOro obecreueHus. [lpu ycremHoM 3aBepIIeHHH TPOBEPKH CTAaHOBHUTCS
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

Une. Ne noon.

noctynHa KHomka «OOHOBUTBY, MpeIHa3HAYCHHAs IS 3alycKa Ipolecca YCTaHOBKH
OOHOBJICHUSL.

[Tocne naxatus KHONKM «OOHOBHUTH» HAYMHACTCS MPOIECC OOHOBJICHMS
cucteMbl. HeoOX0aMMO JTOKIIAThCS 3aBEPIICHUS JAHHON ONepanuu JUIi KOPPEKTHOU

YCTaHOBKH HOBOW BEpCUU MporpaMMHoOro odecrieueHus (cM. pucynok 103).

3arpysvmk apxue

CraTyc npoBepKu:
Bepcwa: 1.4.0

OBHOBUTL

Pucynox 103 — O6HoBnenue Bepcun 110

B pazgene Ttakxke poctynHa (yHKUMS (OPMHUPOBAHMS JIHATHOCTHYECKOM
uHpopManuu. s mosiydeHus KypHajOB CHCTEMbI HCIONb3yeTcs KHomka «CoOpathb
JOTH CHUCTEMBI», IMO3BOJISIONIasi CHOPMUPOBATH U BBITPY3UTh apXHUB C JIOTaMU IS

HOCIICAYIOMIETro aHam3a (CM. pucyHok 104).

CobpaTe noru cucTeMol NSNS - - 04 fara D

Pucynox 104 — Pe3ynbrat hopmMupoBaHus apXxuBa JOTOB CUCTEMBI

4.12 IudpoBanue

OYHKIIMOHAIBHOCTh IMUGPOBAHUS TIpEAHA3HAYCHA JJIs 3alllUThl JTaHHBIX,
pa3MeniéHHbIX B Habopax naHHbIX (dataset), OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
[[IndpoBanne HacTpauBaeTCs MPU CO3TAHUU HAOOpa JAHHBIX M IPUMCHSICTCS Ha YPOBHE
BBHIOpaHHOTO  OOBekTa xpaHeHus. Jlnsg 3ammdpoBaHHBIX  HAOOPOB  JTaHHBIX
IPETYCMOTPEHBI orepanuu yIpaBJICHHS COCTOSIHHEM
(6mokmpoBaHMe/Pa30JIOKMPOBAHNE) W  MEXaHU3Mbl TPEIOCTABICHUS  KIIFOYEBOTO

Marepuana.
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Iloon. u oama

Une. Ne 0yon.

Bszam. une. Ne

Tloon. u oama

IIpu co3panum Dataset unu VVol agmunuctparop BbIOMpaeT GopmMar kiroua

mmdpoBanus (cM. pucyHok 105).

CozpaHwne Dataset X

Filesystem

o

Filesystem name

| DopmaT KnoYya

| | Bes wudposanua

| | v bBes wudporanma |
RAW Koy ' |
1

HEX knioy

| Maponb | [[

e e At e - e Chs o

Pucynok 105 — Hactpoiika mmdposanus Dataset u VVol

[ToanepKuBatOTCs CIEAYIONINE BAPUAHTHI:

e bes mmdpoBanua — 00bekT co3maércs  0e3  IPUMEHEHUS
KpUTITOTpa(UIeCKOM 3aIIHTHI.

e RAW-kmwou — wucnonb3yercss kiaroueBon ¢ain B gopmatre RAW,
bopMHUpYEMBII CHCTEMOW aBTOMAaTUYECKH.

o HEX-kmwu — wucnonszyercss kmoueBor ¢daitm B dopmatre HEX,
(bopMUPYEMBIN CUCTEMON aBTOMATHYECKHU.

e Ilapoar — xirodeBOl MaTepual (GoOpMUPYETCs Ha OCHOBE TMapoJis,
3aJ1aBacMOT0 aIMHHHCTPATOPOM.

[Ipu BwIOOpe QopmaToB RAW-kmwu win HEX-kiaw04 10moJHUTETHHO
BBIOMpAETCS aNTOPUTM IMIMGPOBAHUS U3 MEPEUHs MOJIEPKUBAEMBIX (Hampumep, aes-
256-gcm). Ilocme monTBepkmeHmst co3manus 3amudpoBanHoro Dataset mmm VVol
CHUCTEMa aBTOMATUYECKH T€HEpUpyeT Kitou mudpoBanus, popmupyeT (aitn kiroda u
WHUIIMHAPYET €ro 3arpy3Ky Ha yCTPONCTBO aJIMHHUCTPATOPA.

@aitn  kmroya mmMQpPOBaHMUS  SABISETCA  00S3aTEIBHBIM  DJIEMEHTOM  JIS

MOCJIETYIOIIETO OCTYTA K JAHHBIM NP ucnoiib3oBanuu popmatoB RAW-kmou u HEX-

Jlucm
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Iloon. u oama

Une. Ne 0yon.
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kirod. JlanHelid Qaiin He coxpaHsAeTcs B CHUCTEME M JIOJDKEH OBbITh COXpaHEH
aJIMUHUCTPATOPOM B HAJIEKHOM MECTE.

[Totepst (¢aiina kimoya mUPPOBaHUS TPUBOJUT K  HEBO3MOXKHOCTH
BOCCTAaHOBJIEHUS JIOCTYIAa K JAHHBIM, Pa3MEIIEHHBIM B COOTBETCTBYIoLIEM Dataset nnu
VVol.

B cnyuyae ucnonb3oBaHusi mapoibHOro (opmara Kiaro4ya OCTYN K JaHHBIM
o0ecnieunBaeTcs IMyTEM BBOAA 3aJaHHOTO TMApOJisi MPH BBHINOJHEHUH OIEpaluu
pa30JI0KUpOBaHUS.

3ammudpoBannbie Dataset 1 VVol oroOpaxaroTcst B uHTEpdeiice ¢ mpu3HaAKOM
omoxkupoBku (cM. pucyHok 106). B 3a010KHpOBaHHOM COCTOSHUM JOCTYI K JaHHBIM
OTpaHUYEH, U OOBEKT HEJOCTYIEH ISl DKCIUTyaTallid 0 BBITIOJHEHUS MPOLEIYPHI

pa30JI0KUPOBAHHUS.

D e S

Pucynox 106 — 3ammdpoBannsiii Dataset/VVol B 3a0110KknpoBaHHOM COCTOSTHUHT

Jlist monmydenust goctyna k 3amudpoBanHomy Dataset i VVol Heobxoaumo
BBITIOJIHUTDH OTNIEPALINIO Pa30JIOKUPOBAHUS.

o [Ipu wucnonwp3zoBanuu mudpoBanus c ¢dopmatamu RAW wmwm HEX
pa30JOKUPOBAHKUE BBIMIONHSAETCA IMYTEM BBHIOOpa U 3arpy3ku paHee
coxpaH€HHoro (haina kiouda MmU@POBaHUA, IIOCIE YEro ornepanus
MTOATBEP)KIAETCS HAXKaTHEM COOTBETCTBYIOMIECH KHOMKH (CM. PHCYHOK
107).

o [Ipu wcmonp30BaHMKM MAPOJBLHOr0 MM(GPOBaHUS Pa3OIOKUPOBAHUE
BBITIOJTHSICTCST MyTEM BBOJA 3aJaHHOTO TAPOJII W TOJATBEPIKICHHS

orepanuu (cM. pucyHok 108).
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Pas6nokupoBaHue genesis/DDADDF X

BoibepuTe daiin c raw Kno4om

Buibpate daiin

PazbnokmpoBate OTMeHa

Pucynox 107 — Paz6nokupoBanue Dataset/VVol ¢ ucnonszoBannem RAW/HEX kitoua

Pas6nokuposaHue genesis/DDDFEA X

PazbnokmpoBate OTtmeHa

Pucynok 108 — Paz6nokupoBanue Dataset/VVol ¢ ucnonszoBanuem naposs

[Tocne ycnemHoro pazomokupoBanus Dataset unu VVol nepeBogutcst B pabouee
COCTOSIHUE W CTAHOBUTCS JOCTYITHBIM JUJI WCIIONB30BaHUS (DAMIOBEIMU U OJIOYHBIMU

CEpPBHUCAMU CUCTEMBI.
4.13 3ameHa AMCKa NMPH BBIX0/IE U3 CTPOSsI

[Ipu BBIXOZE AMCKA U3 CTPOSI TaHHOE COOBITHE MOXKET OBITh OOHAPYKEHO IO
WHINKATOPY COCTOSIHUS BO BKIajake «Hardwarey, mpu 3ToM MHIMKAIIUMS HEUCIPAaBHOTO

JMCKa 0TOOpaXkaeTcs KpaCHBIM IBETOM (cM. prucyHok 109).
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Wudopmayms o cucteme

HudopMauma o gucKax

20.96TH

i
HazgaHwe PBBMED CocToAHHe
mpathg $ 3.4978
mpathc 3.48T8
mpathe i 3.49T8
mpsthh 3.49T8
mpathd 3.497T8 genesis

mpathf 3.45TB genesis

Pucynoxk 109 — MnnukaTop cOCTOSIHUS TUCKa

Jlanee HeoOxoauMo mepeiTH Ha BKIaAKy «ZFS». B ciiydae BO3HUKHOBEHUS
npoOJjieM ¢ MyJOM HaJ €ro IMokazarelssMu OyaeT OToOpa)kaThbCs Mpeaynpexaaroiiee

COOOIIICHHE, a COCTOsTHUE Iyna MOkeT u3MeHuThess Ha «DEGRADED» (cM. pucyHOk

110).

S
g
S
N
:
S g ge.nesis One or more devices have been removed. Sufficient replicas exist for the pool to continue functioning in & degraded state. + @ "'L' = ( ® DEGRADED
Lé:
S Pucynok 110 — ITyn B coctossaun «DEGRADED»
%

JIns ycTpaHeHusT HEUCHPABHOCTU TpeOyeTCs 3aMEHUTh JHUCK B HACTPOMKax
2 COOTBETCTBYIOIIETO MmyJia. (CM. pucyHok 111).
E
Q

Q?irzg_sus_ O or more devices have been removed. Suffickent replicas exist for the pool ta continue functioning in a degraded state. + ® = K AR

IS
g
3 .
: Pucynoxk 111 — Ilepexo/1 B HacCTpoiku mysa
S

lanee cienyeT mnepeiTH Ha BKIAAKy «3amMeHa AUCKOB». B pasmene co
. CKOH(UTYPUPOBAHHBIMU TPYIIIIAMU HEOOXOAMMO HAWTH OTKA3aBIIUHN JUCK; TAKOW JHUCK
E
2 Jlucm
S 95
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BBIACIIACTCA KPACHBIM LIBETOM, YTO YKA3bIBACT HA HAJIMYHNC HCUCIIPABHOCTHU (CM. PUCYHOK

112).

s [ replace

T Onuem

3amexa gUCKoOD

CHOHDUIYPHPOBaHHE rPynns
mirror-0 - 2

mpathh

mpathe

mirror-1+2

Pucynox 112 — OTka3aBmuii JUCK B ITyJIe

aMEHETE [I

[Ipu 3ameHe qucka, TaHHbIE OYTyT KOMMPOBATHCS C OJTHOTO JUCKA Ha APYTOM, MMy

g HC ITOMCHCT COCTOAHHA ITIOKA OHO HE 3aKOHYMUTCH, ITPOTpECC MOKHO 6y,/:[eT YBUACTH B
S
S
3 o
3 HIDKHEH YacTH BKIIQJKH cepBHC (CM. pucyHOK 113).
S
/ zfs [ PoolO / service OumCTKa cTaTyca nyna

&
% (3 Paalimwis v Nposepia uenocTHocTH (scrub)
g & 3amema gucxos
N == Norunyna
%
)
g
s
Q

e

“',"',‘""',

CTaryc CHaHMPOBAHKA
= resilver in proge C
g i B31%
S
N
g
=
. Pucynox 113 — IlIkana nporpecca KonmupoBaHUs
3
=
2 Jluem
£
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Teneps He0OX0aMMO BO BKiIasiKe «CEpBUC» OUUCTUTH CTATYC IMyJja (CM. PUCYHOK

OyMETHA ETaTYEa Nyna

Mponepxa yenocTHocTk (scrub)

]

Ypaneuwe myna

Pucynok 114 — OuucTka craryca mysia

[Tocne BBIMOMHEHUSA YKa3aHHBIX JCWCTBUM COCTOSIHME ITyJIa W3MEHSIETCA Ha
ONLINE, u mys1 CTaHOBHTCS IIOJHOCTBIO FTOTOBBIM K JajbHEHIIEH dKCIuTyaTanun. (Cm.

pucyHok 115).

B oeress + @ ® e @) onne
Filesystams
test e 0 off

Pucynox 115 — Cratyc myna nocsie 3aMeHbI T1CKa

4.14 Onmucanue HacTpoek myJa u dataset/vvol

[TapameTpsl koHburyparuu ZFS-nyna onpeaenstor mnoBefeHue ¢GaniaoBbIX
CUCTEM, CO3JaBAaEMbIX Ha €ro OcHOBe. OHHM BIMSAIOT HA MPOU3BOAUTEIBHOCTD,
HaJEKHOCTh, 0€30MAaCHOCTh U YIIPABISIEMOCTh XpaHWIuia. HacTpoilku 3am1aroTcst pu

co3aHuu (alsioBON CHUCTEMbI M B OOJBIIMHCTBE CIIy4yaeB HE MOJJIEKAT W3MEHECHHIO
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nocye €€ cospanus. Huke nmpuBeneHbl pEKOMEHIyeMble 3HAYEHUs NapaMeTpoOB UL
CEpBEPHBIX CHCTEM OOIIEr0 Ha3HAUYCHUS.

recordsize — pasmep 3amucu, HCHoOdb3yeMblii ZFS s 3amucu JTaHHBIX.
3nauenne no ymomyanuo — 128 Kb. Ilpu pabore ¢ 06a3amMu JaHHBIX PEKOMEHIYETCS
ycranaBnuBath 16 Kb. Jlna apXuBHBIX XpaHHWIWII, COACPXAIIUX KPYIHbIE (ailibl,
nornyctumo yBenuueHue g0 1 MbB. Jlig o0miero MCHoiab30BaHUS PEKOMEHYETCS
3HAYEHHUE [0 YMOIYAHHIO.

checksum — anroput™ KOHTPOJIBHON CYMMBI TSI OOHAPY)KEHUS TTOBPEIKACHUIMA
JAHHBIX. 3HAYCHHE 1O YMOMYaHW0 — ON. OTKIIOYEeHHE KOHTPOJBHBIX cymMM (off)
HEJIOITYCTUMO.

COMPression — MeToJ| CKaTHsl IaHHBIX Ha JIeTy. PekoMeHayeTcsi HCIOoNb30BaTh
1z4. JlaHHBIA aNrOpuTM OOECHEYMBAET BBICOKYIO CKOPOCTb COKATHSI M pa3zkKaTHUs IpH
cpenHem koapduiuente cxatus 1,5-2,0. Mcnonb3oBanue gzip 10MyCTUMO TOJIBKO IpU
HAJIMYUM crequpuUeckux TpeOOBaHUN K OOBEMY XpaHEHHs, IpPU 3TOM HEOOXOJUMO
YUYUTBIBATh yBeIWUYeHHUE HArpy3ku Ha LI1.

atime — ympaBieHHe 3alMCBI0 BPEMEHH IOCIEIHEro JoCTyma K (aimy.
3HaueHHe MO yMOJIYaHUIO — ON. Pexkomenayercs ycraHaBiuBarh 3HaueHue off, eciu
HEOOXOJMMO YBEIUYUTh NPOU3BOAMUTEIBLHOCTh. BkitoueHue atime NPUBOAUT K
JIOTIOJIHUTEIBHON 3alUCH METaJaHHbIX MpPH KAXKIOM 4YTEHUU (Qailia, 4TO CHUXKAeT
MPOU3BOAUTENILHOCTh, 0COOEHHO HAa CUCTEMAX C BBICOKOW YaCTOTOM 0OpalieHui.

eXec — paszpelieHre BHITIOJNHEHUs (ailyioB Kak mporpamM. Pexomenmyercs
3HaueHue on. 3HadyeHue off momycTMMoO TOJMBKO A (palIOBBIX CUCTEM, COAEPIKALIUX
HCKJIFOYUTEIHLHO apXUBHBIC WJIM HEUCIIOTHsIeMbIe TaHHbIe (Harpumep, /backup, /archive).

readonly — pesxum Tonbko Juist uTeHus. Pekomenayercs 3Hauenue off. 3Hauenue
Oon MPUMEHSAETCS HMCKIIOYUTENBHO [JIsi apXMBHBIX KOIMHM, CHCTEMHBIX OOpa3oB WU
PE3EPBHBIX JaHHBIX, KOTOPBIE HE MOJIEKAT U3MEHEHUIO.

snapdir — BUAMMOCTh JUPEKTOPHH CHAIMIIOTOB. PEKOMEHIyeTCs 3Ha4YCHUE
hidden. Ilpu 3HaueHun visible CHamIIOTHI JOCTYNHBI KaK CKPBITAasl AUPEKTOPUS

zfs/snapshot BHyTpu (ailiioBON CHCTEMBI, UTO YBEIIMYUBAET PUCK CIIYIalHOTO yATICHUS
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unu Mmonudukaruu. 3HaueHue hidden oOecrieunBaeT Oe30mMacHBIM JOCTYN 4Yepes
CIIEHUAJIBHBIN ITYTh.

aclmode — ynpasienue noseaeareM ACL npu W3MEHEHHH MTPaB JOCTYIIA.

discard — npu u3menenuu npas goctymna Bce ACL cOpachiBaroTcs.

passthrough — ACL coxpansercs 0e3 H3MCHCHHM, IaXe eCId IIpaBa
U3MCHSIOTCSL.

COpies — KOJIMYECTBO KOMHUI KaXKI0TO OJI0Ka TaHHBIX. 3HAYCHUE 110 YMOTIAHUIO
— 1. Jlns alnoBBIX CHCTEM, COJEp)KallMX KPUTHYECKH BaKHBIE JaHHBIC
(koHbUTYparmu, 0a3bl JaHHBIX, CUCTEMHBIE (Dailyibl), peKOMEHIYETCSl YCTaHABIUBATH
copies=2. 3HaueHUEe copies=3 MPUMEHSETCS B HCKIIOYUTEIBHBIX CIydasx. 3HAUYCHUC
copies=1 JIOmyCTUMO TOJIbKO ISl HEKPUTUYHBIX TAHHBIX.

casesensitivity — y4€r perucrpa cHMBOJIOB B HMEHax daityioB. [To ymomdanuro
Bcera sensitive. B akTyanbHON BepCHU SIBIACTCS HE U3MEHSICMBIM.

dedup — BxIIrOUEHHE IEMYIUTUKAIMK JaHHBIX. PexomeHmayercs 3Hadenue off.
Henymnukanus TpeOdyeT 3HaUYuTeaIpHOro 00béMa onepatuBHou namsatu (1-5 I'b va 1 Th
JAHHBIX) W CHUXKAET MPOU3BOJUTEIBHOCTh. [IpUMEHEHHE BO3MOXKHO TOJIBKO MPHU
HAJMYAA BBICOKOHW CTENEHW AyONMpPOBAaHWUS JIaHHBIX (HAIpUMeEp, MHOMXECTBO
OJIMHAKOBBIX BUPTYaJbHBIX MAaIllMH). BMecTo AenyIuMKanud PeKOMEHIYeTCS
UCI0JIb30BaTh compression=1z4.

SyNnC — peXuM CHHXPOHHOW 3amnucu. Pekomenmyercs 3Hauyenue Standard.
3Hauenue always HpUMEHSIETCS TOJIBKO JIJIi CHCTEM C BBICOKUMH TpPEOOBAaHUSIMU K
IIEJIOCTHOCTH JTaHHBIX (HarpuMmep, (MHAHCOBBIC WM MEIUIIMHCKUE CHCTEMBI). 3HAUCHUE
disabled HemomycTMO B IPOAAKIITH-CPEAaX.

snapdev — A0CTyI K CHEIIIIOTaM Kak K OJIOYHBIM yCTpoicTBaM. PekomeHmyercs
3HaueHue hidden. 3nauenue visible 1onycTUMO TOJNBKO MPHU HEOOXOJUMOCTH MPSIMOTO
nocryna k cHernmmoram ZVOL (Hanpumep, 11t BOCCTAaHOBJICHUS] BUPTYAJIbHBIX MAIIIWH),
HO TpeOyeT CTPOTOoro KOHTPOJIS JOCTYTA.

acltype — tun cucTemsl yIpaBiieHHs JO0CTYIIOM. PekoMeHyeTcs 3HaueHHe POSIX
JUISL CUCTEM, pabOTaroNUX UCKI0UUTENbHO Mo Unix-mogo0ubiMu OC. 3nauenue nfsv4

npu uHTerpanuu ¢ Windows-kiIueHTaMu W TP HEOOXOJAUMOCTH CJIOKHON MOJENIH
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npaB JOCTyNa. 3HA4€HHWE none MPHUMEHSETCS TOJBKO B MPOCTHIX CIEHApHsx 0e3
HEOOXOMMOCTH yIpaBjieHus 1octynom Ha ypoBHe ACL.

[TapameTpsl recordsize, checksum, compression, atime, exec, readonly, snapdir,
copies, dedup, sync, snapdev, acltype, aclmode sBisroTCSt HaciaemyeMbIMu OT Mmyna. OHH
3aJJal0TCsl €IMHOO0PA3HO AJs Myna U (PailyIoBBIX CHCTEM M HE MOAJICKAT M3MEHEHUIO
MIOCJIe CO3/IaHus TTOCTIEAHHX.

Uckmrouennem siBisieTcst mapameTp direct, KOTOpBIA HE HACIEAYETCS OT Iyja |
MOJKET yCTaHABIMBATHCS HHIWBUIYATBHO IS KKI0U (HaliJIOBON CHCTEMBI.

direct — ympasisier mpssMbIM BBOJIOM-BBIBOJIOM B 00X01 k31ma ARC.

disabled (mo ymomuanuio) — ¢aar O _DIRECT urnopupyercs, UCHOIb3yeTCS
o ARC.

standard — ¢mnar O DIRECT yuuThIBaeTCs NMpH COOJIIOJCHUN TPEOOBAHHM K
BbIpaBHUBaHUIO (117151 CYB/l ¢ cOOCTBEHHBIM KAIIMPOBAHUEM ).

always — NpHHYAUTEIBHBIA MPAMOW BBOA-BBIBOJ (TOJBKO JJISI TECTUPOBAHMSI,
CYIIIECTBEHHO CHUKAET MPONU3BOIUTEIHLHOCTH ).

Jist 61ounbIx ToMoB (ZVOL) ucnonb3yercst mapameTp volsize, onpeaesiromnuii
BUJIMMBIN pazMep OJOYHOTO yCTPOMCTBA.

volsize — 3ama€r normueckuii pasMep ToMa. YKa3bpIBaeTCcs B OaiTax C
BO3MOXHBIME cyhukcamu (K, M, G, T).

3HauYCHHUE YCTAaHABIMBACTCS MTPU CO3AAHUH TOMA 1 HE TIOIJICKUT U3MEHEHUIO.

JIOJIKHO COOTBETCTBOBATH MOTPEOHOCTSIM MOJIKIIOUYAEMON CUCTEMbI (HarpuMmep,

pa3Mepy IHcKa BUPTYaIbHON MAaIlIWHbI).
4.15 JluueH3us U MOJJAEePKKA

Pasgmen aumeH3MpoBaHUS NpEAHA3HAYCH ISl MPOCMOTpa HH(DOPMAIUH O
TEKYIIEM COCTOSHUH JTUIICH3UH U YIPABICHUS JIMIECH3UOHHBIM KIIOYOM CHCTEMBI (CM.
pucyHku 116-118).

B pasgene oToOpakarOTCsl CBEICHHS O JIMICH3WH, BKIIOYas HAaWMEHOBAaHHE
OpraHu3aIiK, aJApec JICKTPOHHOM MOYTHI, 1aTy CO3MaHUS JIUIECH3UH, 1aTy OKOHYAHUS

NEUCTBUST U HOMep JuueH3uu. [lpy Hanuuuu akTUBHOM JIMIIEH3UM B HHTepdelice

Hzm.
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oToOpakaroTcsi (haKTUYECKUE 3HAYCHHs YKa3aHHBIX MMapaMeTpoB (CM. pucyHok 116).

Cpok nefcTBUS JUIEH3UH OIMpeNesseT TOCTYIHOCTh (PYHKUIMN CUCTEMBI, CBA3aHHBIX C

TEXHUYECKOMN HOI[I[Qp)KKOﬁ 1 OOHOBJICHUSMU IIporpaMMHOIO oOecreueHus.

Pucynox 116 — Mnudopmarius 06 akTUBHOM JIMIIEH3UU

B ClIydac OTCYTCTBHA JTHULUCH3HWHN WJIN IIPpU HCIIOJIB30BAHHH HpO6HOF0 pPCXKHUMa

COOTBETCTBYIOIIUE ToJisA nmpuHuUMaroT 3HaueHue « TRIAL MODE» (cMm. pucynok 117),

4TO YKa3bIBACT HA OTCYTCTBHUC aKTHBHpOBaHHOﬁ JINIICH3HH.

OpraHuzauums:
Email:

Jata co3zpaHusa:
[aTa OKoHYaHMSA:

HOMEp NALUEH3UKL

Pucynok 117 — Undopmanus o nuuen3uu B pexxume TRIAL MODE

TRIAL MODE

TRIAL MODE

TRIAL MODE

TRIAL MODE

TRIAL MODE

3arpy21Th NHLEHZMOHHLIA Koy

Hzm.
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[Ipy wcTeyeHWW CpokKa MACWCTBHSI JIMIEH3UM B HHTEpQEiice CHCTEMBI
0TOOpakaeTcs yBEAOMIICHHUE O 3aBEPIICHUN CPOKA JEUCTBHSI TEXHUYECKOUN MOACPKKH
(cMm. pucynok 118). VYBemomiieHne BBIBOJUTCS B BEpXHEW wyacTu uHTEpdeiica u

uHGOPMHUPYET aIMUHUACTPATOPA O HEOOXOAUMOCTH OOHOBIICHHS JTUIIEH3UH.

4 0=szn-single Oprasssagmn TRIAL MODE
2411 E ik TRIAL MODE
Suparmicro flava HHR: THIAL MODE
SpaceDs 10124 TRIAL MODE
SPSAN-325-25-30 He ARLIEIT TRIAL MODE
0123456739

B.12.57-SpaceD5 xB5_i4

Pucynok 118 — YBenomienue 06 HCTEUEHUN CPOKa JCHCTBUS JTUIICH3UN

JInst 3arpy3ky WM OOHOBJICHMS JIMIIEH3UU MCHOJIB3YEeTCSl KHOMKa «3arpy3uTh
JUIIEH3UOHHBIN Kitou». [lociie HaxaTHs OTKpPhIBaeTCsl OKHO BbIOOpa (haifsia, B KOTOPOM
HEO0OXO0IMMO yKa3aTh (paiil JIMIEH3UOHHOTO KJTI0Ua U MOATBEPIUTH 3arPy3KYy.

[Ipu 3arpy3ke JUIIEH3UOHHOIO KJIFOYa BBITIOJIHSIETCS €ro mpoBepka. B cmydae,
ecu Gaii JIUICH3UN SBISIETCS HEKOPPEKTHBIM, TTOBPEKIEHHBIM UM HE COOTBETCTBYET
CUCTEME, Ofepalusi OTKJIOHSIETCS U 0ToOpa)kaeTcsi cooOlieHrne 00 ommoKe.

Ecnu 3arpykaeMblid JTULEH3UOHHBIN KIIFOY MUMEET MCTEKIIUU CPOK JECUCTBHS,
CUCTEMa YBEJOMIISIET MOJIB30BATENS O MPOCPOUYECHHOM JIUIIEH3UU U HE IPUMEHSIET TaHHbBIN
KJIFOY.

[Tocne ycneniHoit 3arpy3ku U MPUMEHEHUS KOPPEKTHOTO JIUIIEH3UOHHOTO KITI0Ua
uHpopMaIruss O JIMIIEH3UM OOHOBIISAETCS, @ YBEAOMJICHHSI O TPOOHOM pPEXHUME WIH

HMCTCUCHHUH CPOKa JICHCTBUS MEPECTAIOT 0TOOpaKaThCs.
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4.16 MounuTtopunr no SNMP

Pasnen monutopunra mo SNMP npenHasHaueH Uisi KOHTPOJIA COCTOSHHS
CUCTEMBI XpaHeHUs JaHHBIX SpaceSAN, mysoB, HAOOPOB TaHHBIX, TUCKOBBIX YCTPOUCTB
M OCHOBHBIX TIOKa3zaTeneil mpou3BoauTenbHOCTH. Mcnonb3zoBanne SNMP mo3Bossier
nepenaBarh AaHHble O coctossHud CXJ[ BO BHENIHME CHUCTEMbl MOHHUTOPUHIA U
CBOEBPEMEHHO OOHAPYKUBATh OTKJIOHEHHS B pab0oTe 000pyAOBaHUS U CEPBHUCOB.

VYcaoBus, Mpu KOTOPBIX BO3MOXKHO BBIMOJHEHUE: ciyx0a SNMP BkitoueHa u
JIOCTYITHA MO CETH, @ BHEIIHAA CUCTEMAa MOHUTOPUHIA HACTPOECHA HA MOJYYEHUE TAaHHBIX
ot CX/I.

Ha texymmuii momeHnT uyepe3 SNMP nocTynHbel Tpurrepsl, MO3BOJSIONINAE
KOHTPOJIMPOBATh KPUTUYHBIE COCTOSIHUS CUCTEMBI. K TakuM TpUrrepam OTHOCATCS:

® N3MCHCHHE CTaTycCa IIyjla Ha COCTOSIHUE, OTIIMYHOE OT ONLINE;

e oroOpakeHHe UMEH MPOOJIEMHBIX JUCKOB B IyJie B (hopmate mpath™;

e KOHTpOJIb focTtynHocTH CXJI mo SNMP;

® KOHTPOJIb JOCTYITHOCTH CiIyk0b61 SNMP;

® KOHTpPOJIb 3amoJiHeHMs myja win dataset CBBINIE MOPOTOBBIX 3HAYEHUU
70%, 80%, 90% u 95%.

Tpurrep u3smMeHeHusl craTyca IyJja UCIOIb3YeTCsl i1 OOHAPYKEHUSI CUTYallUH,
IpU KOTOPBIX IMYyJ MEPEXOAUT B COCTOSIHUE, OTIMYHOE OT IITATHOTO. DTO MO3BOJSET
CBOEBPEMEHHO 3a(UKCUPOBATH JIETPAJAlUI0 MyJia, ONIMOKKA BBOJIa-BHIBOJA WJIM HMHbBIC
npo0JIeMbl, BIUAIONIUE HA JOCTYITHOCTh TaHHBIX.

Tpurrep npo6IeMHBIX TUCKOB MO3BOJISET ONPEACIUTh HAKOIIUTEH, CBSI3aHHBIE C
omubOkamMu B myne. MMeHa takux auckoB oToOpaxkaroTcs B dopmare mpath®, dro
YIOPOIIAET JalbHEHIIIEe COMOCTaBIEHUE COOBITHSI C COCTOSTHUEM JMCKOB B MHTEpderice
SpaceSAN u qUarHOCTUYECKUX JaHHBIX CUCTEMBI.

Tpurrepsl goctynHoct CX]J[ mo SNMP u pocrynHoctu ciyx6e1 SNMP
UCIIOJIB3YIOTCSL ISl KOHTPOJS pabOTOCIOCOOHOCTH MeXaHW3Ma MoOHuUTOpuHTa. [lpu
cpabaThIBaHUU TAHHBIX TPUTTEPOB HEOOXOIMMO MPOBEPUTH CETEBYIO TOCTYMHOCTH CX]I,

coctostHue ci1y>K0bl SNMP 1 KOppeKTHOCTh HACTPOEK BHEIIHEW CHCTEMbI MOHUTOPUHTA.
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Tpurreps! 3anoyiiHeHus nyna win dataset MPUMEHSIIOTCSA I TPeyHpesKIeHUs
aJIMUHHCTPATOpa O MPUOIIKEHUN XPAHWININA K KPUTHYECKOMY YPOBHIO 3aIlOTHEHUS.
Kontpons moporoB 70%, 80%, 90% u 95% mno3BossieT 3apaHee NPUHATH MEPBI:
pPacCUIMpPUTh My, YaJUTh HEAKTyaJlbHbIE JaHHbIE, TPOBEPUThH CHAMIIOTHI UM U3MEHUTH
CXEMY pa3MeIIEHUs JaHHBIX.

Kpome Ttpurrepos, uepes SNMP noctynHbl rpaguku nNpou3BOIUTEIBHOCTH U
3aMOJHEHUS XPaHUJIUIIA.

J1J1st TUCKOBBIX YCTPOMCTB AOCTYIHBI CAEAYIOMINE TPAPUKHU:

® KOJIMYECTBO OIEPALNil B CEKYH/Iy Ha 3alIUCh U YTCHHUE;
e 3aJep>KKa onepanuii BBOJa-BbIBOAA;

® CKOpOCTb YTCHHUS U 3aIUCH;

® [IPOLICHT YTHWJIM3ALUHU JUCKA.

Jlanubie rpaduKu MO3BOJISIOT OLIEHUTh Harpy3Ky Ha OTICIbHBIC TUCKU, BHISIBUTH
pOCT  3aJE€p’KEK, BBICOKYIO YTHUJIM3ALMIO HAKONUTENEH WIM HEPaBHOMEPHOE
pacrpeiesieHie Harpy3Ku MEXy YCTPONCTBAMU.

J11st y;10B ¥ HA0OPOB JJAHHBIX JOCTYITHBI CIIEIYIONINE TpadUKu:

® TIPOLEHT 3al0JHEHHOIO U CBOOOIHOTO MPOCTPAHCTBA;
® KOJMYECTBO OIEpanuil B CEKyHAY Ha 3aMKCh U YTEHUE;
® CKOpOCTb YTEHHUS U 3aMKCH.

Jlanubie TpaduKu MCMONB3YIOTCS NI aHaliu3a OOIIel Harpy3Kd Ha Iy WIH
dataset, KOHTpOJsT AWMHAMUKH  3alOJHEHHS UM  NPEIBAPUTEIBHOW  OLEHKH
MPOU3BOJIUTEIIBHOCTH XPAHWIIUIIA.

B nocnenyrommx BEpCUsSIX MIAHUPYETCA paclIMpeHre MoHUTOpuHra no SNMP.
JlonoTHUTENBHO OYAYT JTOCTYITHBI:

® MOHUTOPUHT 3arpy3KH CETEBbIX UHTEP(ENCOB;
® MOHUTOPHHT 3arpy3Ky LEHTPAIBHOIO MPOLIECCOPA;
® MOHUTOPHUHTI 3arpy3Kd ONEPATUBHOU MAMSITH;

e wmonutopunr ZFS ARC Cache.
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Paciiupenue MOHMTOpPMHIA TMO3BOJUT TOJy4aTh Oo0Jiee TMOJHYIO KapTHUHY

COCTOAHMA CUCTCMBI, BKIIIOHAasd CCTCBYIO HAIPY3KY, HCIIOJIB30BAHUC BBIYMCIINTCIIBHBIX

pecypcoB u 3ddextuBHOCTh paboThl k31ma ZFS ARC.
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